
Burstek WebFilter
The most advanced Web content filtering software available.

As the only Internet filtering application designed exclusively and specifi-
cally for Microsoft server technology, bt-WebFilter offers robust functiona-
lity with an intuitive installation and interface. Utilizing Active Directory, the 
application architecture integrates completely with the Windows network, 
avoiding the glitches inherent in applications not designed for a specific 
environment and eliminating massive settings updates each time a user is 
added or changed. This total and seamless integration allows for complete 
process automation.

Key Features

• Active Directory Integration
• Daily Category List updates
• Over 60+ predefined blocking and reporting categories
• Customizable Redirect Pages 
• User-defined Custom Categories
• User-defined List Exemptions
• Flexible Quota Management
• Replication keeps multiple servers in sync
• Real-time Monitoring 

bt-WebFilter acts as a plug-in to the ISA server and blocks Internet access 
using predefined categories in our URL database. For those companies that 
do not have a proxy server bt-WebFilter standalone release will act as a 
proxy for you. 

The Control List or URL database is the core of our software. It’s updated 
daily by our Control List technicians and customers are encourage to down-
load daily.
bt-WebFilter is delivered with 60+ predefined categories that you can use 
to block Internet access. All these categories can be modified - adding to or 
exempting what we block. You have the ability to create unlimited custom 
categories. 
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WebFilter ISA:  bt-WebFilter ISA acts as a plug-in to the ISA server and blocks Internet access 
using predefined categories in our URL database.  Out of the box, it blocks all Legal Liability 
categories.  

WebFilter Standalone:  bt-WebFilter Standalone is a proxy and blocks Internet access using 
predefined categories in our URL database.  Out of the box, it blocks all Legal Liability categories.  

Key features:
Active Directory support, remote management, replication, bandwidth quota management, 
real-time monitoring, policy enforcement, scalability, flexibility, and customization are all 
key components of the software.  Please note that WebFilter Standalone does not include 
caching. 

Description: 
bt-WebFilter acts as a plug-in to the ISA server and blocks Internet access using  predefined 
categories in our URL database.  For those companies that do not have a proxy server, 
WebFilter standalone release will act as a proxy for you. 

Built from the ground up for Windows 2000 and above, Burstek's WebFilter is easy to install 
and configure with numerous options for customizing Internet access. With over 50+ pre-
defined categories and flexibility to create and customize your own categories, WebFilter is 
the most powerful filtering software available for the ISA Server. Real-time monitoring 
allows administrators to monitor and take corrective action. Additional features include 
interface with AD, quotas by time, bandwidth, category, group, or user.  
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Figure 1: Traffic is blocked before it leaves your network 

Control List (URL database):   
The Control List or URL database is the core of our software.  It’s updated daily by our Control List 
technicians and customers are encouraged to download daily. 

WebFilter software is delivered with 50+ predefined categories that you can use to block 
Internet access.  All these categories can be modified – adding to or exempting what we 
block.  You have the ability to create unlimited custom categories. 

Why would an organization need to 
implement Web Filtering?

Network abuse is increasing at an alarming 
rate, and organizational exposure is greater 
than ever. Your concerns can no longer be 
limited to adult images on Web pages.

Abuses of all kinds have a direct impact on 
your liability, productivity, and, ultimately, 
your success. Being able to monitor and 
control user access to the Web is critical for 
today’s businesses, and Burstek has a solu-
tion that can help you meet this need.
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For a free evaluation of bt-WebFilter, please download your trial at:

http://www.burstek.com/evaluate/

WebFilter’s Key Benefits 

• Automate Internet Access Management
• Increase productivity by reducing recreational Web surfing 
• True AD integration-automatically recognizes domain, groups, OUs, and users 
• Optimize network resources by limiting online shopping, sports, streaming media, etc.
• Scalable and flexible filtering 
• Real-time monitoring provides a live view of Web activity 
• Replication - keep multiple servers in sync with automatic replication of policies, schedules, quotas,  
   changes to AD, and Category List updates 

Administration 

• Easy to install and manage
• Install as a plug-in to Microsoft ISA servers or standalone installation 
• MMC Remote Administration 
• Designed to take advantage of emerging technology and is multi-processor aware 

About Burstek®

Burstek (Burst Technology, Inc.) is a global leader in the development of next generation employee Internet 
management and Internet security software solutions. Founded in 1997, Burstek provides organizations all over 
the world with superior software, insight and analytic tools necessary to protect and optimize their Internet and 
email resources.  Burstek’s clients include many Fortune 500 and 1000 companies covering a wide spectrum of in-
dustries, including Engineering, Financial, Healthcare, Legal and many prominent Educational, Governmental and 
Defense organizations. Burstek is a registered trademark of Burst Technology, Inc., © 2012.

Ease of Use & Administration: 

Active Directory:  
WebFilter interfaces with AD (native & mixed modes).  This means that the NT Groups with 
users are already defined and ready.  There is no need for manual input of user names, 
PSWDs, permissions, etc. 

Remote Management:   
A very useful feature since the software is installed on the server and the administrator may 
wish to manage the software from his/her workstation or from home.  The existence of 
multiple servers scattered throughout the country or world makes this attractive also. 

Replication:   
This is a powerful feature for larger installations that have multiple servers.  Keep all servers 
in sync with filtering policies, Active Directory changes, and URL Category List updates. 

Configure bt-WebFilter
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Figure 2: Replication at work

Real-time monitoring:   
Detect and protect  - real-time monitoring allows you to check in real time if any abuse is 
taking place.  The administrator views the logs as they are written – top users, top websites, 
top violators, categories, or everything.  This request frequently comes from Human 
Resources. 
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