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Before you Begin 

Requirements  
In order to use the bt-WebFilter program you must have the following software: 

Remote Client Components  

Microsoft Windows 2000 (Windows 2000 Professional, Server or Advanced Server) with SP 4 or higher or 
Windows 2003 Server Internet Explorer 6.0 or higher 

MS ISA Server & TMG 

Microsoft Windows 2000 Server (or Advanced Server) with SP 4 or higher or Windows 2003 server  
aƛŎǊƻǎƻŦǘΩǎ L{! {ŜǊǾŜǊ нллл ƻǊ нллп 

Standalone Server  

Microsoft Windows 2000 Professional or Server, 2003 Server or XP Professional Operating System 
Internet Explorer 6.0 or higher 

 

Chapter 1 bt -WebFilter Overview  

 

Companies have invested heavily in network-related manpower, hardware, software, and bandwidth.  

Effective management requires that these resources are: 

(a) Being used productively 

(b) Not being misused or abused 

(c) Generating a positive ñreturn on investmentò 

bt-WebFilter is an Internet filter and blocking solution that can be customized to ensure that your 

employees are adhering to your companyôs Internet Use Policies.  

Use bt-WebFilter To: 

 Block access to Websites with Malicious Code, Streaming Media, Gambling, and Pornographic 

URLs. 

 Optimize your network resources by limiting online shopping and sports updates by time -of-day 

or bandwidth or establishing quotas for both.  

 Increase productivity by effectively allowing business use of the Internet while re ducing 

recreational surfing. 

 

The bt-WebFilter program can be used as a plug-in to the Microsoft ISA servers, a stand-alone Internet 

filter and blocking solution or it can be used in combination with the bt -LogAnalyzer program to control 

and evaluate employee Web and Email use.  
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The solution allows corporate administrators to:  

 Allow or deny access to Web Categories or Website URLs for all members of Windows NT/200x 

groups or specified IP ranges. 

 Define wildcards to place restrictions on usersô access to Websites by URLs or IP Addresses.  

 View existing Windows NT/200x groups in the application console, and change Internet access 

restrictions and permissions for these groups. 

 View log files containing information about users' attempts to access prohibited URLs. 

 Create schedule or activity intervals to further define restrictions and permission s policies for 

single domain groups. 

 Block ñhttpsò sites. 

 Filter on multiple domains.  

 Update the URL Control List automatically. 

 Administrate the system remotely.  
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Features 

 Time-of-Day - filter based on time of day/ day of the week (i.e. deny access to sports during 

business hours, but allow access at other times).  

 Categories - deny or allow access based on over 60+ categories (i.e. Sexual Content, Criminal 

Skills, Weapons, etc.). See Burstekôs Website for a complete description of all the Categories. 

 Group/User Support - customize policies based on NT4 or Windows 200x Active Directory.  

 IP Range Support ï customize policies based on specified IP ranges. 

 Remote Administration Auditing - Log and view denied URLs by User in real-time.  

 Performance - bt-WebFilter is multi-threaded and can be dispatched for parallel processing on 

more than one processor.  

 File Type - filtering image file extensions, WebFilter allows users to read the text content on a 

Website but can prohibit downloading or viewing images and blocking MP3 file trading.  

 Yes Lists - allow access only to specific Websites and/or categories (i.e. Shipping Department can 

only go to UPS, FedEx, USPS, etc.). Multiple óYes Listsô supported. 

 Manage all Protocols - The bt-WebFilter plug-in for ISA Server allows you to Manage Protocols 

setup in Microsoft ISA Server. You can set permissions and restrictions to control traffic.  

 Customizable - easily create your own categories; add to or exempt what bt -WebFilter blocks by 

default. 

 Replication 

 Quotas 

 Real-Time Monitoring 

 Exempt users from policies 
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Chapter 2 Installation  

Installing bt -WebFilter - ISA Server Version 
 

The bt-WebFilter executable utilizes an InstallShield Wizard. The bt-WebFilter (ISA Server version) can be 

installed on any Microsoft Windows 2x Operating System with Internet Security and Acceleration Server 

version 2000, 2004, 2006, including Microsoft Threat Management Gateway (TMG). 

NOTE: 

If installing bt -LogAnalyzer 6 on the same server, bt-WebFilter must be installed first. If 
uninstalling the Burstek Software, bt -LogAnalyzer must be uninstalled prior to 

uninstalling bt-WebFilter.  

 

NOTE: 

Be sure you are installing the correct version of bt -WebFilter. When you launch the 
Setup program, the version will be displayed at the top of the InstallShield Wizard as 

well as in the right side of the window.  

 

NOTE: 

If you are installing WebFilter on a Microsoft Server 2008 Operating System, you must 

run the óSetup.exeô as an administrator by right clicking on the file and selecting it from 
the menu. If this step is not followed, you may receive an error message during the 

installation.  

 

1. To start the installation, locate the zip file that you downloaded from Burstekôs website and 

extract the contents to a directory on your computer.  

2. Once the files are extracted, locate the óSetup.exeô file and double click. The bt-WebFlter (ISA 

Server version) óWelcomeô screen will appear. Click óNextô to continue. 

 

 

bt-WebFilter ISA Installation 2-1: Welcome Screen 
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3. The óLicense Agreementô screen will be displayed. After reading the óEnd-User License Agreement 

For bt-WebFilterô and you agree, click ñI accept the terms in the license agreementò and 

click ñNextò to continue. 

 

bt-WebFilter ISA Installation 2-2: EULA 

4. The óDestination Folderô screen will appear. Accept the default location or select the ñChangeò 

button if you would like to install to a different directory. When completed, click ñNextò 

 

bt-WebFilter ISA Installation 2-3: Destination Folder 

5. The óSetup Typeô window appears. Since this is a new installation, select the ñCompleteò 

installation option and click ñNextò 

 

 

 

 

TIP! 

You can re-run the installation wizard on another computer and select the ñClientò 

option. This will install the remote management console that will allow you to manage  

multiple bt-WebFilter for ISA Server installs from a remote computer  
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bt-WebFilter ISA Installation 2-4: Setup Type 

6. In the ñSetup URL Control List Automatic Updateò page, make your selections regarding how 

often you want the server to check for updates to  the Control List and select óNextô 

 

bt-WebFilter ISA Installation 2-5: URL Control List Udpate 

NOTE: 

The óRun Automatic Updates as:ô credentials only need to be used if you are required 
to supply login information to gain access to the Internet. Typically this is not needed.  

 

7. You are now ready to install the application and the next screen will confirm that option. Press 

óInstallô to continue. The installer will begin copying files and you will see the ñInstallShield Wizard 

Completedò dialog box once it completes successfully.  
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bt-WebFilter ISA Installation 2-6: Ready to Install 

 

 

8. Click óFinishô. You will be prompted to restart your system. Click óYesô if you want to restart now 

or óNoô to restart manually at a later time.  

 

 

bt-WebFilter ISA Installation 2-7: Install Complete 
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Installing bt -WebFilter ɀ Remote Management Console 
 

1. To start the installation, locate the zip file that you downloaded from Burstekôs website and 

extract the contents to a directory on your computer.  

2. Once the files are extracted, locate the óSetup.exeô file and double click. The bt-WebFilter 

óWelcomeô screen will appear. Click óNextô to continue. 

NOTE: 

Ensure that you are installing the management console for the version of the 

application you are using.    

 

 

bt-WebFilter RMC 2-1: Welcome Screen 

3. The óLicense Agreementô screen will be displayed. After reading the óEnd-User License Agreement 

For bt-WebFilterô and you agree, click ñI accept the terms in the license agreementò and 

click ñNextò to continue. 
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bt-WebFilter RMC 2-2: EULA 

4. Accept the default installation directory or click óChangeô to install to a different location. When 

completed click óNextô. 

 

bt-WebFilter RMC 2-3: Destination Folder 

5. Select the óClientô option and click óNextô to continue. 
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bt-WebFilter RMC 2-4: Setup Type 

6. Enter the name of the WebFilter server you are trying to connect to or click óBrowseô and select 

the system from the list of computers. Once completed click óNextô to continue.  

 

bt-WebFilter RMC 2-5: Remote Server Selection 

 

7. You are now ready to install the application and the next screen will confirm that option. Press 

óInstallô to continue and begin copying files. 
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bt-WebFilter RMC 2-6: Ready to Install 

8. Once the install finishes copying files you will see the óInstallShield Wizard Completedô window. 

Click óFinishô to exit the installer. You will be prompted to restart your system. Click óYesô if you 

want to restart now or óNoô to restart manually at a later time.  

 

 

bt-WebFilter RMC 2-7: Install Complete 
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Installing bt -WebFilter ɀ Standalone Version  

 

1. To start the installation, locate the zip file that you downloaded from Burstekôs website and 

extract the contents to a directory on your computer.  

2. Once the files are extracted, locate the óSetup.exeô file and double click. The bt-WebFlter 

(standalone version) óWelcomeô screen will appear. Click óNextô to continue. 

NOTE: 

If installing bt -LogAnalyzer 6 on the same server, bt-WebFilter must be installed first. If 
uninstalling the Burstek Software, bt -LogAnalyzer must be uninstalled prior to 

uninstalling bt-WebFilter.  

 

NOTE: 

Be sure you are installing the correct version of bt -WebFilter. When you launch the 
Setup program, the version will be displayed at the top of the InstallShield Wizard as 

well as in the right side of the window.  

 

NOTE: 

If you are installing WebFilter on a Microsoft Server 2008 Operating System, you must 

run the óSetup.exeô as an administrator by right clicking on the file and selecting it from 
the menu. If this step is not followed, you may receive an error message durin g the 

installation.  

 

 

bt-WebFilter Standalone Install 2-1: Welcome Screen 
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3. The óLicense Agreementô screen will be displayed. After reading the óEnd-User License Agreement 

For bt-WebFilterô and if you agree, click ñI accept the terms in the license agreementò and 

click ñNextò to continue. 

 

 

bt-WebFilter Standalone Install 2-2: EULA 

4. Accept the default installation directory or click óChangeô to install to a different location. When 

completed click óNextô. 

 

 

bt-WebFilter Standalone Install 2-3: Destination Folder 
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5. The óSetup Typeô window appears. Since this is a new installation, select the ñCompleteò 

installation option and click ñNextò 

 

 

 

 

bt-WebFilter Standalone Install 2-4: Setup Type 

6. In the ñSetup URL Control List Automatic Updateò page, make your selections regarding how 

often you want the server to check for updates to the Control List and select óNextô 

 

bt-WebFilter Standalone Install 2-5: Automatic Updates 

NOTE: 

The óRun Automatic Updates as:ô credentials only need to be used if you are required to supply 
login information to gain access to the Internet. Typically this is not needed. 

 

TIP! 

You can re-run the installation wizard on another computer and select the ñClientò option. This 

will install the remote management console that will allow you to manage multiple bt-WebFilter 

installs from a remote computer  
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You are now ready to install the application and the next screen will confirm that option. Press óInstallô to 

continue. The installer will begin copying files.  

 

 

bt-WebFilter Standalone Install 2-6: Ready to Install 

7. Once the install finishes copying files you will see the óInstallShield Wizard Completedô window. 

Click óFinishô to exit the installer. You will be prompted to restart your system. Click óYesô if you 

want to restart now or óNoô to restart manually at a later time. 
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Enabling User Authentication in Microsoft ISA 2006  
 

To setup ISA to authenticate users, perform the following steps:  

1. Open Microsoft Internet Security and Acceleration Server Management Console. Expand the ISA 

server and select óFirewall Policyô 

 

 

ISA User Authentication 2-1: ISA Management Console 

2. On the right side of the screen select the tasks category and select óCreate Access Ruleô 

 

ISA User Authentication 2-2: Tasks Tab 
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3. Provide a name for your access policy and select óNextô 

 

ISA User Authentication 2-3: New Access Rule Wizard 

4. New Access Rule Wizard ï Rule Action, select Allow 

 

ISA User Authentication 2-4: Rule Action  


































































































































