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Before you Begin

Requirements
In order to use the biWebFilter program you must have the following software:

Remote Client Components
Microsoft Windows 2000 (Windows 2000 Professional, Server or Advanced Server) with SP 4 or higher or
Windows 2003 Server Internet Explorer 6.0 or higher

MS ISA Server & TMG

Microsoft Windows 2000 Server (or Advanced Server) with SP 4 or higher or Windows 2003 server
aAONRaz2FGQa L{! {SNBSNIwuwunnn 2N uHnnn

Standalone Server
Microsoft Windows 2000 Professior@l Server, 2003 Server or XP Professional Operating System
Internet Explorer 6.0 or higher

Chapter 1 bt-WebFilter Overview

Companies have invested heavily in network-related manpower, hardware, software, and bandwidth.
Effective management requires that these resources are:

(a) Being used productively
(b) Not being misused or abused

(c) Generatingaposi tive Aretwrn on investment

bt-WebFilter is an Internet filter and blocking solution that can be customized to ensure that your
empl oyees are adhering to your company6s I nternet Use

Use bt-WebFilter To:

e Block access to Websites with Malicious Code, Streaming Media,Gambling, and Pornographic
URLs.

e Optimize your network resources by limiting online shopping and sports updates by time -of-day
or bandwidth or establishing quotas for both.

e Increase productivity by effectively allowing business use of the Internet while re ducing
recreational surfing.

The bt-WebFilter program can be used as a plug-in to the Microsoft ISA servers, a stand-alone Internet
filter and blocking solution or it can be used in combination with the bt -LogAnalyzer program to control
and evaluate employee Web and Email use.
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The solution allows corporate administrators to:

Allow or deny access to Web Categories or Website URLs for all members of Windows NT/200x
groups or specified IP ranges.

Define wildcards to place restrictions on usersdaccess to Websites by URLs or IP Addresses.

View existing Windows NT/200x groups in the application console, and change Internet access
restrictions and permissions for these groups.

View log files containing information about users' attempts to access prohibited URLSs.

Create schedule or activity intervals to further define restrictions and permission s policies for
single domain groups.

Bhock Ahttpso sites.
Filter on multiple domains.

Update the URL Control List automatically.
Administrate the system remotely.
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Features

e Time-of-Day - filter based on time of day/day of the week (i.e. deny access to sports during
business hours, but allow access at other times).

e Categories - deny or allow access based on over 60+ categories (i.e. Sexual Content, Criminal
Skills, Weapons, etc.). SeeBurst e k 6 s Vdeaceniplete description of all the Categories.

e Group/User Support - customize policies based on NT4 or Windows 200x Active Directory.
e |P Range Supporti customize policies based on specified IP ranges.
e Remote Administration Auditing - Log and view denied URLSs by User in realtime.

e Performance - bt-WebFilter is multi-threaded and can be dispatched for parallel processing on
more than one processor.

e File Type - filtering image file extensions, WebFilter allows users to read the text content on a
Website but can prohibit downloading or viewing images and blocking MP3 file trading.

e Yes Lists- allow access only to specific Websitesand/or categories (i.e. Shipping Department can
only go to UPS, FedEx, USPS,etc)Mul t i pl e 6Yes Listsd supported.

e Manage all Protocols- The bt-WebFilter plug-in for ISA Server allows you to Manage Protocols
setup in Microsoft ISA Server. You can set permissions and restrictions to control traffic.

e Customizable- easily create your own categories; add to or exempt what bt -WebFilter blocks by
default.

e Replication

e Quotas

e RealTime Monitoring

e Exempt users from policies
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Chapter 2 Installation

Installing bt -WebFilter - ISA Server Version

The bt-WebFilter executable utilizes an InstallShield Wizard. The bt-WebFilter (ISA Server version) can be
installed on any Microsoft Windows 2x Operating System with Internet Security and Acceleration Server
version 2000, 2004, 2006, including Microsoft Threat Management Gateway (TMG)

NOTE:

If installing bt -LogAnalyzer 6 on the same server, bt-WebFilter must be installed first. If
uninstalling the Burstek Software, bt-LogAnalyzer must be uninstalled prior to
uninstalling bt-WebFilter.

NOTE:

Be sure you are installing the correct version of bt-WebFilter. When you launch the
Setup program, the version will be displayed at the top of the InstallShield Wizard as
well as in the right side of the window.

NOTE:

If you are installing WebFilter on a Microsoft Server 2008 Operating System, you must
run the 6Setup.exed as an administrator
the menu. If this step is not followed, you may receive an error message during the

installation.

1. To start the installation, |l ocate the zip file that
extract the contents to a directory on your computer.

2. Once the files are extracted, | o The btaVeliFler(lISA Set up. ex e

Server version) O6Wel cCdmecdk socNreexeand wiol Ic oanpt p enaure..

15 bt-WebFilter (I5A Server version) - InstallShield Wizard (23]

U WAIR 3] welcome to the mstalishield wizard for

internet access bt-WebfFilter (ISA Server version)
filtering tool

The InstallShield(R) Wizard will install bt-WebFilter (ISA Server
wversion) on your computer. To continue, dick Next.

WARNIMG: This program is protected by copyright law and
international treaties.

ISAServerjversion

< Back [ Next = ] [ Cancel ]

bt-WebFilter ISA Installatio2-1: Welcome Screen
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3. The OLicense AgreedieaploagedeeAfBndWskrLibeass Agnegmenth e
Forbt-We b F i dnd you afyree, clickil accept the

click ANexto to cont.i

6
terms in tatde | i cense
nue.

15! bt-WebFilter (ISA Server version) - InstallShield Wizard (23]

License Agreement
Please read the following license agreement carefully. ’ =
i~

-

END-USER LICENSE AGREEMENT FOR BT-WEBFILTER

WARNING! - CAREFULLY READ THE TERMS AND
CONDITIONS OF THIS END-USER LICENSE AGREEMENT
(“EULA”) BEFORE DOWNLOADING, INSTALLING,

COPYING, OR USING BT-WEBFILTER (THE “PROGRAM"),
THE PROGRAM CATEGORY LIST (THE “CATEGORY LIST”). ~

(711 do not accept the terms in the license agreement

Installshield

[ < Back ][ Next = ] [ Cancel

bt-WebFilter ISA Installatior2-2: EULA

4. The O6Destination Folder6é screen will appear

Accept
button if you would |ike to

install to a different

15! bt-WebFilter (ISA Server version) - InstallShield Wizard (23]

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different * —

G Install bt-wWebFilter (ISA Server version) to:
C:\Program Files {x86)\Burst Technology\bt-ISAFilter,

InstallShield

[ < Back ][ Next = ] [ Cancel ]

bt-WebFilter ISA Installatio2-3: Destination Folder

5. The é6Setup Typebdb window appears. Since this is a
installation option and click ANextoo

TIP!

Youcanreer un the installation wizard on anot

option. This will install the remote management console that will allow you to manage
multiple bt-WebFilter for ISA Server installs from a remote computer
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i'é‘- bt-WebFilter (ISA Server version) - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs. ’
-

Flease select a setup type.

All program Features wil be installed, {Requires the most disk
space.)

Choose which program Features you want installed and where they
will be installed, Recommended For advanced users,

Inistallshield

< Back I Mext = I Cancel

bt-WebFilter ISA Installatior2-4: Setup Type

6. Il n the ASetup URL Control List Automatic Updateodo pa
often you want the server to check for updatesto t he Contr ol List and select

i'é“ bt-WebFilter (ISA Server version} - InstallShield Wizard

Setup URL Control List Automatic Update
Specify if automatic LURL Control List update is required, and setup its np*n
-

V¥ Enable automatic URL Control List update

i [1s o]

" Every day

' Every week on IMonday 'l
" Every month on |1 vl

From the following URL:

|http 1w burstek, comjrelease v

Run Autoratic Updates as:
Login: |

Password: |

InistallShield

< Back Cancel |

bt-WebFilter ISA Installatior2-5: URL Control List Udpate

NOTE:

The 6Run Automatic Updates as: 6 credenti
to supply login information to gain access to the Internet. Typically this is not needed.

7. You are now ready to install the application and the next screen will confirm that option. Press
0l nstall 6 to continue. The installer wildl begin cop
Compl etedd dialog box once it completes successfull
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1] bt-WebFilter (ISA Server version) - InstallShield Wizard (23]

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstallShield

[ < Back I Install | [ Cancel

bt-WebFilter ISA Installatior2-6: Ready to Install

ishd. You will be prompt
restart manually at a |

15/ bt-WebFilter (ISA Server version) - InstallShield Wizard (=2

T W8] mstanshicld wizard completed

The InstallShield Wizard has successfully installed bt-WebFilter
(ISA Server version). Click Finish to exit the wizard,

1SA! version

< Back Cancel

ed to restart
me .

ater ti

bt-WebFilter ISA Installatior2-7: Install Complete

Copyrighh © Burst Technology, Inc., 201All rights reserved
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Installing bt -WebFilter z Remote Management Console

1. To start the installation, |l ocate the zip file that
extract the contents to a directory on your computer.

2. Once the files are extracted,locat e t he 06Set up. exedhebtiWebFiteand doubl e c
OWel comed screen will appear. Click ONextdé to conti

NOTE:
Ensure that you are installing the management console for the version of the
application you are using.

1! bt-WebFilter (ISA Server version) - InstallShield Wizard (23]

T WAIR ;] welcome to the mstalishield wizard for

internet a gS bt-WebfFilter (ISA Server version)
filterin l

The InstallShield(R) Wizard will install bt-WebFilter (ISA Server
version) on your computer, To continue, dick Next.

WARNIMG: This program is protected by copyright law and
international treaties.

ISAServerjuersion

< Back [ Next = ] [ Cancel

bt-WebFilter RM@-1: Welcome Screen

3. The é6License Agreement & scr een EmndiUserLicbnse Adreesnent ayed. A
ForbtWeb Fi |l t erd andijoacegpeet heliekms in taide | i cense
click ANextod to continue.
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1] bt-WebFilter (ISA Server version) - InstallShield Wizard (23]

License Agreement

Please read the following license agreement carefully. ’ y =

END-USER LICENSE AGREEMENT FOR BT-WEBFILTER

WARNING! - CAREFULLY READ THE TERMS AND
CONDITIONS OF THIS END-USER LICENSE AGREEMENT
(“EULA”) BEFORE DOWNLOADING, INSTALLING,

COPYING, OR USING BT-WEBFILTER (THE “PROGRAM"),
THE PROGRAM CATEGORY LIST (THE “CATEGORY LIST"). ~

(71 1 do not accept the terms in the license agreement

InstallShield

[ < Back ][ Next = ] [ Cancel

bt-WebFilter RMQ-2: EULA

4. Accept the default installation di

rectory or click
completed click O6Nextd.

15! bt-WebFilter (ISA Server version) - InstallShield Wizard (23]

Destination Folder

Click Mext to install to this folder, or dick Change to install to a different r =

G Install bt-wWebFilter (ISA Server version) to:

C:\Program Files (x86)\Burst Technology\bt-ISAFilter,

InstallShield

[ < Back ][ Next = ] [ Cancel

bt-WebFilter RM@-3: Destination Folder

5, Select the o6Clientd option and click O6Nextd to cont
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ﬁ bt-WebFilter (ISA Server version) - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs,

‘___‘ 3 ==

Please select a setup type.

) Complete
All program features will be installed. (Requires the most disk
space. )

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

InstallShield

Next = Cancel

[ <pack |

J (

bt-WebFilter RMQ@-4. Setup Type

6. Enterth e

of
from

name t he WebFil

the | ist

ter s
of

erver

you

the system

computers.

ﬁ bt-WebFilter (IS4 Server version) - InstallShield Wizard

=N Non =™

ar e
Once

trying t
compl et

Setup Connection Options

Choose remote server.

‘h P

Please select remote server.

Server Mame:

iza)

s

Browse...

InstallShield

[ < Back ][ Next > ] [ Cancel

bt-WebFilter RM@-5: Remote Server Selection

7. You are now ready to install the application and the next screen will confirm that option. Press

6l nst al

6 to continue and begin

copying fil

Copyrighh © Burst Technology, Inc., 201All rights reserved
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i'é“ bt-WebFilter (ISA Server version) - InstallShield Wizard

Ready to Install the Program
The wizard is ready ko begin installation, ‘ ¥ =
N

Click Instal to begin the installation.

IF wou wank ko review or change any of your installation settings, click Back, Click Cancel ko
exit the wizard,

InstallShield
< Back Cancel
bt-WebFilter RM-6: Read to Install
8 Once the install finishes copying files you wil
Click 6Finishd to exit the installer. You wil!/l
want to restart nowalyatalatttdnde. t o restart manu

i'e!r" bt-WebFilter {ISA Server version) - Installshield Wizard X}

w E B r I I.T E n InstallShield Wizard Completed

internet access
filtering tool

The Installshield Wizard has successfully installed be-webFilber
(154 Server version), Click Finish to exit the wizard,

ISAiServerjuersion

Cancel

‘ < Back

bt-WebFilter RMQ-7: Install Complete
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Installing bt -WebFilter z Standalone Version

1. To start the installation, |l ocate the zip file that
extract the contents to a directory on your computer.

2. Once the files are extracted, | othebtéeVeliFlee 6 Set up. exe
(standaloneversi on) OWel comedé screen will appear. Click 6N
NOTE:

If installing bt -LogAnalyzer 6 on the same server, bt-WebFilter must be installed first. If
uninstalling the Burstek Software, bt-LogAnalyzer must be uninstalled prior to
uninstalling bt-WebFilter.

NOTE:

Be sure you are installing the correct version of bt-WebFilter. When you launch the
Setup program, the version will be displayed at the top of the InstallShield Wizard as
well as in the right side of the window.

NOTE:

If you are installing WebFilter on a Microsoft Server 2008 Operating System, you must
run the 6Setup.exed as an administrator
the menu. If this step is not followed, you may receive an error message durin g the
installation.

15! bt-WebFilter (standalone version) - InstallShield Wizard (=30

"1 WA 3] welcome to the mstalishield wizard for

internet access bt-Webfilter (standalone version)
filtering tool

The Installshield(R) Wizard will install bt-WebFilter (standalone
wversion) on your computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

Standalone version

< Back Next = | [ Cancel

bt-WebFilter Standalone InstaR-1: Welcome Screen

Copyrighh © Burst Technology, Inc., 201All rights reserved Pagel5
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3. The
For bt-We b F i

cl

4. Acceptthedefaulti nstall ation directory or

OLi

lterdé and iIf agcepagitde, telrimsk if
ck ANexto to continue.

15! bt-WebFilter (standalone version) - InstallShield Wizard (=2

License Agreement
Please read the following license agreement carefully. ’ =
.

-

END-USER LICENSE AGREEMENT FOR BT-WEBFILTER

WARNING! - CAREFULLY READ THE TERMS AND
CONDITIONS OF THIS END-USER LICENSE AGREEMENT
(“EULA”) BEFORE DOWNLOADING, INSTALLING,

COPYING, OR USING BT-WEBFILTER (THE “PROGRAM"),
THE PROGRAM CATEGORY LIST (THE “CATEGORY LIST"). ~

(7)1 do not accept the terms in the license agreement

InstallShield

[ < Back ][ Next = ] [ Cancel

bt-WebFilter Standalone Instal-2: EULA

compl eted click O6Nextd.

15! bt-WebFilter (standalone version) - InstallShield Wizard (23]

Destination Folder
Click Mext to install to this folder, or dick Change to install to a different =
e

G Install bt-WebFilter (standalone version) to:

C:\Program Files {x86)\Burst Technology\bt-StandaloneFiltery

InstallShield

[ < Back ][ Next = ] [ Cancel ]

bt-WebFilter Standalone InstaR-3: Destination Folder

cl

i ck

cense Agreement 6 scr een EmndiUkerLicbnse Adreesngnt ayed. A

tdné | i cense

6Changed t

Copyrighh © Burst Technology, Inc., 201All rights reserved
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5. The O0Septdpwiynwdow appears. Since this is a new insta
installation option and click fANexto
Youcanre-r un the installation wizard on another

will install the remote management console that will allow you to manage multiple bt-WebFilter
installs from a remote computer

e
@ bt-WebFilter (standalone version) - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

All program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

InstallShield

[ <Back |[ mext> ][ concel |

bt-WebFilter Standalone Instal2-4: Setup Type

6. Iln the ASetup URL Control List Automatic Updated pa
often you want the server to check for updates to t

e
g bt-WebFilter (standalone version) - InstallShield Wizard

Setup URL Control List Automatic Update
Spedfy if automatic URL Control List update is required, and setup its

Enable automatic URL Control List update

At :

() Every day

(@) Every week on
() Every month on |17v|

From the following URL:

|htb:|:waw.burshek.mm!releasefv‘}
Run Automatic Updates as:
Login: I

Password: |

InstallShield

[ <Bsck [ Next> |[ cancal |

bt-WebFilter Standalone Instal2-5: Automatic Updates

The O6Run Automatic Updates as: 0 credential s
login information to gain access to the Internet. Typically this is not needed.
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You are now ready to install the application and the n:
continue. The installer will begin copying files.
(15 bt-WebFilter (standalone version) - InstallShield Wizard (23]
Ready to Install the Program
The wizard is ready to begin installation. ’ r —
Click Instal to begin the installation.
If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.
InstallShield
[ < Back ][ Install ] [ Cancel ]
bt-WebFilter Standalone Instal-6: Ready to Install
7. Once the install finishes copying files you wil/| s e
Click O6Finishd to exit the installeri.ckYobuyewidl |i fbey op
want to restart now or &6Nob6b to restart manually at

Copyrighh © Burst Technology, Inc., 201All rights reserved Page18
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Enabling User Authentication in Microsoft ISA 2006

To setup ISA to authenticate users, perform the following steps:

1. Open Microsoft Internet Security and Acceleration Server Management Console. Expand the ISA
server and select OFirewall Policyé

= Microsaft Inkernet Security and
ElLa isa

----- =1 Manitoring

----- _13 Firewall Palicy

----- b Mirkual Private Metwark:
=% Configuration

Ll Metwarks

A1 Add-ins

...... [] General
----- i Troubleshooting

ISA User Authenticatio2-1: ISA Management Console

2. Onthe right side of the screen select the tasks categoryand s el ect &6 Create Access RU

|»

Firewall Policy
Tasks

= Publish Exchange YWeh
Client Access

= Publish Mail Servers
=] Publish SharePoint Sites
=] Publish Web Sites

=] Publish Non-Web Server
Protacols

5 Create Access Rule
Policy Editing Tasks

System Policy Tasks
s Edit Svstem Policy ﬂ

ISA User Authenticatio2-2: Tasks Tab
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3. Provide a name for your access policy and select 0N

ISA User Authenticatio2-3: New Access Rule Wizard

4. New Access Rule Wizardi Rule Action, select Allow

ISA User Authenticatio2-4: Rule Action
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