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Preface

This Guide

This guide provides an overview of -IBgAnadytee k 6s Web

Chapter 1 describes btLogAnalyzer software and features, lists system requirements, and provides
instructions to install and configure the bt -LogAnalyzer software.

Chapter 2 reviews the Log Information Source Properties. This chapter also explains how to add, change
and delete Log Information Sources.

Chapter 3 provides step-by-step instructions on how to generate standard reports, how to generate
customized reports by user and/or category, and how to schedule reports for automatic generation and
Email distribution.

Chapter 4 examines the bt-LogAnalyzer Properties and describes how b modify them.

Chapter 5 explains the Bandwidth Cost Factor and how to set the Bandwidth Cost Factor options.
Chapter 6 explains the Viewing Time Factor and how to set the Viewing Time Factor options.
Chapter 7 describes the Category Lookup tool.

Chapter 8 explains how to add URLSs to existing categories and how to set up custom categories.

Chapter 9 explains how to setup and use the bt-LogAnalyzer Web Interface.

This guide also contains a description for each predefined category. See Appendix A for detaied

information about the bt -LogAnalyzer categories. You should read this guide if you are responsible for
evaluating, installing, operating, and/or managing the bt -LogAnalyzer software. This guide assumes you
are familiar with the Windows 2000, 2003 and/ or XP operating systems, MMC (Microsoft Management
Console), and/or your organizations internal network. You should also have some knowledge of the

Internet, HTTP (Hypertext Transfer Protocol), and FTP (File Transfer protocol).

bt-LogAnalyzer Installation and User Guide 6
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Technical Support

Burstek is committed to providing you with intuitive technical products. Additionally, we provide superior
online and print documentation to enable you to work independently in using our products. However,
should you find yourself with a technical question that you cannot answer with the provided tools, please
contact our Technical Support department.

Submit a Problem Request Online

Ask questions and receive detailed answers from the Technical Support Deparment. You will receive a
reply via Email.

http://www.burstek.com/support/submit_ticket.htm

Sugoest a URL for Categorization

If you find a Website that you feel should be in our URL Control List that is not already ther e, visit our
website and submit it for consideration. Our technicians will review each entry before updating the list.

http://www.burstek.com/support/controlList/suggesturl.htm

Email

You can contact our technical support department via Email 24 hours a day, 7 days a week at:

support@burstek.com

Telephone
You can reach Burstek Technical Support by phone 24 hairs a day, 7 days a week at:

239.495.5900

Burstek Website
Use the Burstek Website to learn more about our products and services.

http://www.burstek.com

Frequently Asked Questions

Burstek Web has compiled a list of responses to Web and Email FAQs for btLogAnalyzer.

http://www.b urstek.com/support/btL ogAnaly zer/fag.htm

Online Help
Context-sensitive, Online Help is available for the bt-LogAnalyzer product.

bt-LogAnalyzer Installation and User Guide 7
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To View the Online Help:

1. From the LogAnalyzer Management Console , right-click the bt-LogAnalyzer Server to display the

Shortcut menu and select Help, or click on the E@ icon on the toolbar.
'~ - - - -
i3 bt-LogAnalyzer Q
File  Action View Help

b i R @ 2P

) bt-LogAnalyzer Server (trial movind mvnivasin 1€ day(s)) I.%Bandwidth Cost Factor

# €% URL Control List I pﬂfikf Y 3l Category Lookup
£ Bandwidth Cost Factor ‘ View > Log Info Sources
(.. Viewing Time Factor Reports
@i Category Lookup Refresh @URL Control List
Log Info Sources | Export List... &\.\ Viewing Time Factor

+ [l Reports P i 3
7 ’ Properties

| e

(ﬁl 111

Displays help for current selection,

(v

Note: The online help is context-sensitive. The help topic that appears depends on the Window you are
viewing when you access the help option.

Our Products

Burstek provides Web Filtering and Reporting tools. Our Proxy and Firewall Internet Productivity Solutions
include:

bt -WebFilter

Web Blocking and Filtering for Windows 2000 or Windows 2003 based servers including Microsoft ISA
and Standalone Servers. Blocking and filtering are setup in a Categorized format (i.e. Education, Sex,
Sports, Hacking, Gambling, Games, Business Services, etc.) and is corpletely customizable.

bt-LogAnalyzer Installation and User Guide 8



bt -LogAnalyzer

bt-LogAnalyzer provides Web and Email usage reporting for Windows 200x or XP environments. bt
LogAnalyzer supports the following log file formats:

Forefront TMG

W3C Extended Log File (the standard 1IS Log format)

MS ISA Server 200x

MS Proxy Server Log File (similar to W3C Extended Log File)
ODBC Data Sources (containing ISA Server log information)
bt-WebFilter Logs (containing denied activity log information)
iPlanet Proxy Log File

Squid Cache Log File

BorderManager

Cisco Content Engine

CacheFlow Hardware Appliance (Bluecoat)

Bl uecoat new format o6CacheOS
Network Appliance

Inktomi Traffic Server

MS Exchange 55 Internet Mail Service Tracking Log File

MS Exchange 2000 Message Tracking Log File

MS Exchange 2003

RedHat Proxy v8 on Linuxi logging to Squid

Re-Soft MailSweeper

W3C Compatibl ebd

We also support logging to SQL, Oracle, Sybase or any ODBC compliant database.

Log files are automatically read and then output into categorized (i.e. Education, Sex, Sports, Hacking,
Gambling, Games, Business Services, etc.) reports based on Websites accessed. All reports are
completely customizable.

bt-LogAnalyzer Installation and User Guide



Chapter 1

bt-LogAnalyzer

bt-LogAndyzer is an easy-to-use reporting tool that helps you evaluate employee Web and Email use in
your organization.

e Web Reporting - bt-LogAnalyzer provides automatic categorization (i.e. Education, Sex, Sports,
Hacking, Gambling, Games, Business Services, et§.of Websites accessed and makes it easy to
identify possible issues with regard to Inter net access, company risk or bandwidth consumption
by generating detailed reports, summaries and graphs.

e Email Reporting - bt-LogAnalyzer reports on inbound, outbound and internal Email by Email
addresses, volume, bandwidth and subject.

The bt-LogAnalyzer program can be used as a standalone Internet and Email log file analysis tool, or it
can be wused i n combi n d&iter o contwwliahdhevaBater empl @ydedieb ang Bmalil
use.

bt-LogAnalyzer implements clientserver architecture. Server software and client software may be running
on different computers. The ability to map the network drives lets the administrator change the location
of the log files according to his (the administrator's) preferences and to the system requirements.

Features
e Active Directory Support - Native and mixed mode

¢ MMC Remote Administration and an MMC user interface makes integrating with the system
simple and user-friendly

e Multi-threaded, this allows you to use other features of LogAnalyzer while reports are processing
e Supports any ODBC compliant database.

e Supports multiple log formats in multiple locations; multiple log files can be combined into a
single report.

¢ Reports based on users and groups as defined in Windows 200x Active Diredory.
e Hot link directly from reports to the visited URL.
e Over 50 predefined categories.

e Web GUI
Allow managers to run reports on their employees via a Web interface.

e Viewing Time Factor
Capability to determine approximate amount of time spent viewing Web pages.

e Bandwidth Cost
Capability to determine cost per category for individual users and or groups.

e Complete user/group support.
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e Users can also easily set up custom categories; see Chaper 3 for complete step-by-step
instructions.

e Group and User Reporting

e Web Reports show which sites were visited and how they are categorized (i.e. Gambling,
Shopping, Sex, etc.). Email Reports show inbound and outbound addresses, bandwidth
consumption and subject line.

e Customizable reporting

e Change report formats and categories to suit your needs.

e Automatic scheduling and delivery

e Schedule reports for automatic generation and Email distribution.
e Multiple export formats

e Export reports in HTML or XML.

Note: bt-LogAnalyzer uses the same category database as btWebFilter.

Requirements
In order to use the bt -LogAnalyzer program you must have the following minimum software:

1. Windows 2000 Professional or Server with SP4 or higher, Windows 2003 Sever, or Windows XP
Professional

2. At least one of the following (or any combination):
e Microsoft ISA Server
e W3C Extended
e Cisco Content Engine
e iPlanet or Netscape Proxy
e Squid Cache Server
e NetCache Appliance
e Inktomi Traffic Server
e CacheFlow Appliance
e Novell BorderManager
e Microsoft Exchange 5.5

e Microsoft Exchange 200x
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Installing bt -LogAnalyzer

The bt-LogAnalyzer program uses InstallShield Wizard. To install the btLogAndyzer software, run the bt -

LogAnalyzer Installation program Setup.exe and follow the onscreen instructions.

Note: /f you are installing bt -WebFilter and bt-LogAnalyzer on the same machine, bt-WebFilter must be
installed first. If uninstalling the Burstek software, bt -LogAnalyzer should be uninstalled first, then bt-

WebFilter.

Step-by-Step Installation Instructions

1. Start the bt-LogAnalyzer installation program Setup.exe .

The InstallShield Wizard screen displays.

i’é! bt-LogAnalyzer - InstallShield Wizard [ X]

Welcome to the InstallShield Wizard for
g UL B 74 @bt-LogAnalyzer

Internel access The InstaliShield(R) Wizard will install bt-LogAnalyzer on your
analyzing and computer, To continue, click Next.

reporting tool

WARNING: This program is protected by copyright law and
international treaties.

Cancel |

< Back

2. Clicki Next o

bt-LogAnalyzer Installation and User Guide
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The License Agreement screen displays.

{i bt-LogAnalyzer - InstallShield Wizard [ X]

License Agreement

Please read the following license agreement carefully. )
-

End-User License Agreement For bt-LogAnalyzer

WARNING! - CAREFULLY READ THE TERMS AND
CONDITIONS OF THIS END-USER LICENSE AGREEMENT
{“EULA”) BEFORE DOWNLOADING, INSTALLING,

COPYING, OR USING BT-LOGANALYZER (THE

“PROGRAM”). THE BT- LOGANALYZER CATEGORY LIST =I

o I accept the terms in the license agreement:

(" 1do not accept the terms in the license agreement

Instalishield

< Back I Mext > I Cancel

3. Click,il accept the tesensagme eandadick® N e xdtndontinue with the
install.

The Destination Folder screen displays.

i@ bt-LogAnalyzer - InstallShield Wizard E3

Destination Folder

Click Mext to install to this Folder, or click Change toinstall to a different f

If” ~—| Install bt-LogAnalyzer to:

C:\Program Files\Burst Technologyibt-Loganalyzer!, change... I

Instalishield

Cancel |

< Back

Note: By default, the bt-LogAnalyzer program will be installed in C:\ Program Files \ Burstek \ bt-
LogAnalyzer . To install the bt-LogAnalyzer program in a different folder, click i Ch a n g aré &elect
the folder.

4. After you select the installation folder, click i N e xtb @é@ntinue with the install.

The Setup Type screen displays.
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|’§ bt-LogAnalyzer - InstallShield Wizard E3

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

" Custom

Choose which program features you want installed and where they
will be installed. Recommended for advanced users,

InstallShield

< Back I Mext > I Cancel

5. Choose the Setup Type that best suits your needs.

e |If you select i Rec o mme a d e¢hd bt-LogAnalyzer program will install the default
C 0 mp o n e n thical Isstal&tiofio).

e Ifyouselect iCu s t ointlie bt-LogAnalyzer program will allow you to select the program
features you want installed. Recommended for advanced users . Options include:

-Client (remote access)
-Standalone

-Integrated: Choose an integrated install if you are using both bt -LogAnalyzer and bt
We b Fi | t €ompletS lestallafiono ) .

Typical Installation

1. From the bt-LogAnalyzer Setup Type screen, selecti Ty p i anddlicgkfi N e xtb dontinue
with the install. The Setup Components screen displays. (The options on this screen are not
availablewhen performing a ATypicalo Install.)

2. Clickh Ne xt 0

The Setup Integration Mode screen displays. (The options on this screen are not available when
performing a ATypical o Install.)

3. Clicki Ne xt 0o
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The Setup Report Generator Credentials screen displays.

|?§ bt-LogAnalyzer - InstallShield Wizard

Setup Report Generator Credentials

Supply Network Account name and password, )
g

Click Mext if bt-Loganalyzer is installed on the same machine as the log data, or Enter an
Administrator Account and Password if the logs reside on a Network drive.

Account: f

Password: I

InstallShield

< Back I MNext > I Cancel

Note: If log files are stored on a network drive, provide a network account and password that will allow

access to the log files.

4. |If your log files are stored on a local machine, click A N e xtb @ntinue with the install.

5. If the log files are stored on a network drive, enter the account information in the format

fadmi ni s tQlickil de 00 o conti nue

The Ready to Install the Cmpetngthednsglbdr)e e n

Custom Installation

1. From the bt-LogAnalyzer Setup Type screen, selecti Cust amad

with the install.

The Setup Components screen displays.

bt-LogAnalyzer Installation and User Guide
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{i# bt-LogAnalyzer - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs,

Please select a setup type.

ﬂ% Default program Features will be installed.
o

" Custom

{ Choose which program Features you want installed and where they
will be installed. Recommended for advanced users,

Instalishield

< Back I Next > I Cancel

2. If you select Recommended, all default program features will be installed. If you select
Custom , the GUI only will be installed. Select the option that best suits your installation
requirements and click i N e xtb @ntinue with the install.

Note: A complete version of bt-LogAnalyzer must first be installed on the network to use the bt-
LogAnalyzer remote client.

Client Install

If you selected a Client Install, the Setup Options screen displays.

ji& bt-LogAnalyzer - InstallShield Wizard

Setup Connection Options
Choose remoke server,

Please select the machine where be-LogaAnalyzer compiete version & installed,

Server Name:
[Burstzk

Browse... I

< Back l Next > I Cancel I

3. Enter the Server Name where a ficompleted installa
i N e xtb éontinue with th e install.
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The Ready to Install the Bompletngghalnstalld.een di spl ays. (Se

Complete Install

If you selected a Complete Install, the Setup Integration Mode screen displays.

iz,!,l bt-LogAnalyzer - InstallShield Wizard

Setup Integration mode

Choose bt-WebFilter integration mode.

Please select mode.,

Log Analyzer will function in stand-alone mode and use its own
cateqgory storage

(" Integrated

Log Analyzer will Function in conjunction with the original
bt-WebFilter Product and use its category storage

Server Name:
IEéur skzk

Instalishield

< Back I Mext = I Cancel

4. If you do not have the bt  -WebFilter software installed , select Stand -alone . Only bt-
LogAnalyzer components will be installed and btLogAndyzer will use its own category storage.

If you have the bt -WebFilter Product installed  , select Integrated . Enter the Server Name
where the bt-WebFilter software resides. The bt-LogAnalyzer software will function in conjunction
with the original bt-WebFilter Product and use the bt-WebFilter category storage. (See
fintegrated Install §).

Stand-Alone Install

If you selected a Stand-alone Install, the Setup Options screen displays.

5. Clickii N e xtb @ontinue with the install.

The Setup Report Generator credentials screen will dsplay.
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{&# bt-LogAnalyzer - InstallShield Wizard | X]

Setup Report Generator Credentials

Supply Network Account name and password, )
S~

Click Mext if bt-Loganalyzer is installed on the same machine as the log data, or Enter an
Administrator Account and Password if the logs reside on a Network drive.

Account: ||

Password: I

Installshield

< Back l MNext > I Cancel I

Note: If log files are stored on a network drive, provide a network account and password, which will
allow access to the log files. This account must also have Administrator privileges for the machine where
LogAnalyzer is being installed and be nthe format i Do maUa e.r 0

6. If the log files are stored on a local machine, click i N e xtb @ntinue with the install.

7. If the log files are stored on a network drive, enter the account information in the format
fadmi ni s fi &e.xtb adtinieavith t he install.

The Ready to Install the Program screen displays.

Integrated Install

If you selected an integrated Install, type in the server domain name and click A N e xtb @ntinue with
the install.

The Setup Report Generator crecentials screen will display.
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ﬁ? bt-LogAnalyzer - InstallShield Wizard

Setup Report Generator Credentials

Supply Network Account name and password. '
>~
Click Next if bt-Loganalyzer is installed on the same machine as the log data, or Enter an
Administrator Account and Password if the logs reside on a Metwork drive.
Account: f
Password: I
Installshield
< Back I MNext > I Cancel

Note : If log files are stored on a network drive, provide a network account and password, which will
allow access to the log files.

8. If your log files are stored on a local machine, click i N e xtb @ntinue with the install.

9. If your log files are stored on a network drive, enter the account information in the format
i DomaUs e rClickfi N e xtb éontinue with the install.

The Ready to Install the Program screen displays.

Completing the Install

1. To limit certain users to be able to run reports only for the users within their own Active Directory
Organizational Unit, check the Enable Active Directory Organization Unit support box, otherwise
leave the box unchecked.

Note: This feature is primarily used with the bt -LogAnalyzer Web Interface.
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o bt-LogAnalyzer - InstallShield Wizard

Organization Unit Support

Enable Active Directory Organization Unit Support & o
4

Enabling Active Directory Organization Unit support will limit bt-LogAnalyzer user ta use only
his or her Organization Unit members {groups and users) in reports' Filter.

[ < Back ]I Next > l [ Cancel ]

2. You will now be asked if you want to setup your Log Info Sources. You do not have to do this at
this time. Instructions for setting up your Log Info Sources can be found in Chapter 2.

15 bt-LogAnalyzer - InstallShield Wizard

Setup Log Info Sources

Customize pre-defined or add your own log info sources ‘\ g -
3L

bt-Loganalyzer Install program allows you to setup your own log info
sources during product setup

Setup log info sources right now

[ < Back ]L Mext > 4 [ Cancel ]

Web Interface Installation

Note: Before setting up the bt-LogAnalyzer Web Interface with Windows 2003 Server running IIS 6.0
you must install asp.net from the Add/Remove Programs in the Windows Control Panel prior to
installing the bt-LogAnalyzerWe b | nt er f a c e bt-LogAhdlyear Web Intedaee Cinfigurationd
for more information.
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3. The last installation option asks if you wish to install the bt -LogAnalyzer Web Interface. If you
would like to allow other users to remotely run reports without having the LogAnalyzer program
installed on their machine, a Webpage interface may be used.

ﬁ' bt-LogAnalyzer - InstallShield Wizard

Web Interface Install

Install bt-LogAnalyzer Web Interface

Installing bt-LogAnalyzer Web Interface on this server will allow corporate users to create,
setup, run reports and view results with no need of installing any portion of bt-Loganalyzer
software on their local machines.

To access bt-Loganalyzer Web Interface from users' machines please input the following URL
into browser's address bar: http://ET-IBM11/LogAnalyzer]

bt-Loganalyzer Web Interface Name

|LogAnaIyzer

Please ensure the following prerequisites are met prior to installing bt-LogAnalyzer Web
Interface:

1. Microsoft Internet Information Services 5.0 {or later) including World Wide Web
Publishing service

2. Microsoft .MET Framework 1.1

[ < Back ][ Mext = ] [ Cancel ]

4. ClicklInstall to install the bt-LogAnalyzer Program.

|,§ bt-LogAnalyzer - InstallShield Wizard [X]

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

InstallShield

Cancel l

< Back
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5. Clickii F i n itosekitdhe Wizard.

Instal lation is now complete!

Startup

After you have installed the bt-LogAnalyzer Software, restart your computer and set the URL Control List
Automatic Updates  option.

Automatic Updates

The bt-LogAnalyzer program URL ©ntrol List is updated daily by Burstek. You can choose to
automatically update your Control List on a daily, weekly or monthly basis.

1. To update the URL Control List, select Start> Programs> Burstek> bt -LogAnalyzer
Management .

2. From the LogAnalyzer Manage ment Console , select the URL Control list.

3. Right-mouse click to display the Shortcut menu and select Import or From the Action Menu,

select Import .
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