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Welcome

Welcome to bt-LogAnalyzer, an easy-to-use application that helps you evaluate employee Web and Email use in your
organization.

e Web Reporting - bt-LogAnalyzer provides automatic categorization (i.e. Education, Sex, Sports, Hacking,
Gambling, Games, Business Services, etc.) of Websites accessed and makes it easy to identify possible
issues with regard to Internet access, company risk or bandwidth consumption by generating detailed
reports, summaries and graphs.

e Email Reporting - bt-LogAnalyzer reports on inbound, outbound and internal Email by Email addresses,
volume, bandwidth and subject.

What 6 s NleogAnalymer SEt

With bt-LogAnalyzer SE, you will benefit from reduced report generation time while enjoying all the features you have
come to know and love. To cut down the time you need to create a report, we introduced the following features into
our application:

e Log dataloading. This will prevent you from reading the same logs every time you build a report. Prior to
report generation, all log data will be loaded from Log Info Sources into the bt-LogAnalyzer storage. When
generating a report, bt-LogAnalyzer will contact the storage for the data, not individual logs. The storage is a
Microsoft ® SQL Server database.

e Categorization of the loaded log data. This will help you avoid categorizing the same logs again and again
when generating different reports. After loading into the storage, all the log data will be pre-categorized
using the existing URL Control List. Once this is done, the reports will be generated based on the
categorized log information, which will reduce the generation time dramatically.

Copyright© Burst Technology, Inc., 2D1All rights reserved Pager



bt-LogAnalyzer S& Users Guide

Introduction

Navigating the Web Interface for LogAnalyzer 7

bt-LogAnal yzer 6s isdssigned far quiek atcass © tasks that an administrator typically
performs.

Menu Bar

Home Log Sources Categories Reports Settings Help

The Menu Bar at the top of the LogAnalyzer homepage is the primary navigation tool. Clicking on each
heading will provide you with a webpage specific to that heading name. Hovering your mouse cursor over
the individual Menu Bar options will display a drop down menu with basic Quick Navigation features
regarding the selected Menu Item.

Active Links
™ Active Link On the left side of the page are the Active Links that provide additional instant
New Category access to specific functions within the LogAnalyzer Application.
Category Lookup
Reports For example, clQukued bhnkhaetittbe bottom of
New Repart you directly to the Job Queue interface so that you can see any currently
New Log Source running tasks. The Active Links object is available on each page within
Import Categories LogAnalyzer providing you with the ability to quickly navigate between options.
Job Queue

Active Links Quick Nav

NOTE:
The fAl mport Categorieso |ink will be wunavai

Home Tab

ame

This is normally the first page you will see when accessing the LogAnalyzer interface. The links in the
center of the page are quick links to common tasks within LogAnalyzer.

Configure a New Lug Source um_ cUntru\ stt

Setup the type, location, schedules and other properties of the log
data.

r— create 3 New Report create a New Categun{
m Con rth & report name, type, data, schedules, and distributio gory or modify Burstek's categories to customize
Ger\erate or Emt an Exlstmg Regnrt Dmcesses
schedule, View, stop or re-start active pro
p rtr» perte

LogAnalyzer Interface Home Page

nt list, or setup automatic updates.

Copyright© Burst Technology, Inc., 2D1All rights reserved Page8
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From this page you can navigate quickly to sections specific to your need such as those listed below. Each
of these processes will be explained in detail later in this guide as well.

Configure a New Log Source

Create a New Report

Generate or Edit an Existing Report

Update the URL Control List or setup Automatic Updates
Create a New Category, or modi fy Burstekos

View, stop or re-start active process

exi sti

ng

categories

Copyright© Burst Technology, Inc., 2D1All rights reserved
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Log Sources Tab

OUIrCES

The Log Source tab contains all the necessary links to configure how data will be imported into LogAnalyzer.
You can quickly review all of your data sources and identify the last time they were loaded as well as make
changes to their configuration, including deleting outdated sources.

LOG SOURCE LIST

Log Source Name

(\\isa) MSDE Database

C:\logs
DSNValue.Table

Type Loaded Date
MSDE Database
File System Folder

ODBC DSN

00 SOUTCES

Log Source List

your
New Log Source

Loading History

Log Source Quick Nav

ThedLog

their schedule.

Categories Tab

oadi

S displaydist dn the lower left of the page will provide you with a
shapshot into each of your log sources such as their method of loading and

The Log Sources tab has a hover menu as well as an additional
navigation list on the left of the display. The Log Source hover menu
provides quick access to the common areas related to log data such as

ng history. The fALog

additional functionality specific to modifying
individual Log Sources.

| Log Source |

* Loading Method:
Automatic

* Loading Algorithm:
Load new log data

* Loading Schedule Info:
Once

* Categorizing Method:
Automatic

* Categorization Schedule
Info:
None

Log Source Summary

The core of the Burstek application is its Categorization technology and by using this section of

CATEGORY LIST

Name

Description

Ads/Banners

L ogAnal yebpagedymu cah modify all
aspects of those categories including adding or

prm— excluding URLGS.
Burstek R
Business Services R ~ . N .
e %/ The nCategorieso interface
Communications #| alist oriented view allowing you to quickly identify
Computer/Internet b4 .
T - and manage the required category.
Criminal Skills R
Cults & Oceult = %| As with the d.og Sourcesdtab, there is a hover
Dining/Restaurants — “#| menuanda fiCategory Listo
. Categories List ~ The Hover menu provides the ability to create,
import, lookup existing categorized URL6s and view |l oading history data
provides the additional options of deleting categories, managing settings, and clearing the category load
history.
NOTE:
The Import Categories, Loading History and Clear History options will be disabled unless you
are logged into the LogAnalyzer Web Interface
Copyright© Burst Technology, Inc., 2D1All rights reserved Pagel0
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Reports Tab

The reports section of LogAnalyzer& interface is where you will create the reports for those requesting the

data.

The

* Status:
= Type:
User audit detail

Customize/Date Time:
Prior week
Customize/Users:

User
Customize/Categories:
Selected

Schedule Info:

Once

Security Info:
All

-

Report Summary

REPORTS

Report Name
-Acceptable Summary
-Bandvidth Summary
-Business Day Summary
-Detail Risk Analysis
-Enterprise Summary

-Executive Report

-Global Risk

-Legal Liability Summary
-Non-productive Summary

-Open Surfing Summary

-Quota Usage

-Risk Assessment Summary
-Sexual Content Details

-Social Networking

-Top Web Sites

-User Audit Details

-Web Extra

Exchange Email Details

Global Top Users Email

New report (2010-01-15 13:03:19)
New report (2010-01-15 13:03:32)
New report (2010-01-15 13:14:17)
Top 25 Web & Exchange Users
Top Users - Inbound Email

Top Users - Outbound Email

Total Email Activity

Total Email Volume

Your Custom Report

iReportso

Description

Web details including Bandvidth and Time for the 'green’ categories
Displays bandvidth information by Category, Top Users, and Hourly

Access

Management Summary report for business hours exclusive of 'lunch’

hour activity

All encompassing report of Top Users, Top Categories, Bandvidth,

and Web pages

Single page report displays Web pages, Users, and Bandvidth by

Category

Web details including Bandwidth and Time for the 'red' categories

Web details including Bandvidth and Time for the 'yellow c

screen

has

three

sect i ois that o

The Reports Display Window shows all
existing reports for the environment
The Reports Navigation links to specific
actions related to report management
The Report Summary provides a quick
view of the selection reports details.

Status

Terminated By User
Complete Generation

Complete Generation

Management Summary report for 'open surfing' times only

For WebFilter customers, compares Activity to Assigned Quota

Displays a column for each grouping of categories (Popups, Legal

Liability, Non-Productive, etc.)
Displays all User and URL information for XXX sites

Displays all User activity for Facebook, Myspace, chat and personals

type of Web sites

Displays top sites by Activity and Bandvidth

Displays all activity for a particular User(s) or AD Group

Displays Top Web sites and number of hits only

Detailed statistics of Email activity

Combines Web and Email activity into a single report

Lists users receiving the most Email messages

Lists users sending the most Email messages

Summary of Users Email activity (messages)

Summary of Users Email bandwidth

Complete

Complete Generation

Complete Generation

Complete Generation
Complete Generation

Complete Generation

= New Report

Report Properties

View Report
= Delete Report
= Generate Report

ra
1!

o
o
o}
it
P

eport Definition

Reports Navigation

Last Run Date

No Info

No Info

No Info

1/18/2010 4:07:36 PM
1/18/2010 3:41:15 PM

1/18/2010 3:37:54 PM

v Vv vV vw

No Info

No Info

1/12/2010 3:00:32 PM
No Info

No Info

1/12/2010 2:51:11 PM
No Info

No Info

No Info

1/15/2010 10:57:52 AM
No Info

No Info

No Info

1/15/2010 4:04:23 PM
1/15/2010 4:04:23 PM

m

1/15/2010 4:15:18 PM

No Info

No Info

No Info

B B G

No Info

No Info

AKX XKE XXX XKKPIN X XXX XX

VYV VVVVVVVVVVVVVVVVVYYVY

No Info

Reports Display Winow

Copyright© Burst Technology, Inc., 2D1All rights reserved
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Settings Tab
1 -« « [ s

TheefiBi ngs elLogAmalyzersSE cohtains all the information related to the functionality of the
application. This tab also gives you the ability to Import and Export your configuration settings via the
settings navigation bar to the left of the page.

A more detailed description of each of the options under the Settings category will be provided in the section
i Conf i g-LogAnalyger $ED

APPLICATION SETTINGS » COMMON OPTIONS

Category Groups E-Mail Options Distributed Reports Security Database

Common Options Factors | Pseudo-Cateqgories | Colors

Forexample,i n fi SexXCoimngosn Op t icanmuddte ypuo aategory list storage location as well as
your registration information including license keys.

Category Storage

Select file for security information storage. Use 'Browse’' button.

URL category list server:

URL Category List storage location:

IC:\Program Files\Burst Technology\Shared\Storage.xml|

PR ——
Browse...

User Information

feed  Set your personal information. Valid registration key and license key can be
IIE obtained from your bt-LogAnalyzer vendor.

Registration key: I

Name: I
License: I

P ————
License expires in days on

Number of unique users in loaded log data:

Date of last URL Category List download:

Copyright© Burst Technology, Inc., 2D1All rights reserved Pagel2
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Help Tab

The Help button is designed to provide information on specific areas of the application that you are in. For
example, clicking AHelFpaoc twhrisldoe sienc ttihoen foSe tLtoignAgnsal yzer wi l

specific to that section.

The contents of this user guidecanal so be found

Help Example

The fiHel pd tab also contains

Feedback Form

w

an

ithin the applications 0H¢

option to provide

Product Suggestions
Reporting Bugs

Technical Support

Sales Questions / Feedback.

Copyright© Burst Technology, Inc., 2D1All rights reserved
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