BURSTEK

The World’s Choice for Internet Sec

— M

Burst Technology
bt-LogAnalyzer SEE

Installation Guide

Burst Technology Inc. 9220 Bonita Beach Rd, Bonita Springs, FL 34135

2011



bt-LogAnalyzer SE™ Installation Guide

CONTENTS
WEL COME ..o e e et et e e e e et e e et e e et e e e e et e e et e e e e e e e e et e e eeanan 3
1 SOFTWARE AND HARDWARE REQUIREMENTS ... oot 3
2 SQL DESIGN ..o e e e e e s e e e e e e 3
3 INSTALLING BT-LOGANALYZER ..o ottt e et e e e et e et e e e e e e e 4
3.1 STEP-BY-STEP INSTALLATION INSTRUCTIONS .....eeuveteueeteereteereteseseeseseesaseeseseesaseesaseeseseeseseesaseenans 4
3.2  RECOMMENDED INSTALLATION .......euveteereteeeeteeseteseteeseseeseseseseesaseseseessseseseesaseesasessssesasessasenns 7
3.3 CUSTOM INSTALLATION. ....cuvveteeeereteseeeeteteseeeeseteseesesetessesesesessesesesessesesesessesesesessesasesessesesesennas 11
3.4 REMOTE LOG DATA LOADER INSTALLATION .....ooviueverereeseseteesesesesessesesesessesesessssssasesessssesesennns 19
3.5 COMPLETING THE INSTALL ..veuviuiiieueteteeteeeeteseetesesteseetesseteseetessstessssessssessasessssesssessssesaseessseenans 21
O @ 18] = I o - [ I I 11 L 21
4.1  INSTALLING AND USING REMOTE LOG DATA LOADER COMPONENT .........cveveueerrereeerareseenesaieeenns 21
4.2 USING REMOTE SQL SERVER INSTANCE FOR LA SE™......oiiiiiiiieeceeeeeeeeeeeeee e 22
4.3  ACCESSING LA SE™ USER INTERFACE REMOTELY ....oeuviviuietieeeteeeteeeteeseteeseteeseseeseseeseseeneseenns 23
4.4 INSTALLING LA SE™ ON WINDOWS SERVER 2008 OR WINDOWS 7 .....veuveveerirerireeererereenesenes 23
4.5 RE-INSTALLING LA SE™ ALONG WITH SQL SERVER 2005 EXPRESS EDITION .......ccvcveveveernnnnn. 23
4.6  ATTACHING PREVIOUS LA SE™ DATABASES TO A REINSTALLATION .....veveveerarerarenaeeenaeeeneeenans 23
5 ABASELI NEO | IS SR TINGS T .. .ottt e et e st e eseaaa s 24
LT A | E 3 1 T ] PP 24
5.2 ACCOUNT RIGHTS ....viviteieteeeeeeeteteeteeeeteeeeteaeetese e e e et eaeete s e e e et eeseee s et e s stessste s eteseee s ateeneaeenns 25
LTS T B 1 O @ 11V I @ ] = 1] PP 25

Copyright © Burst Technology, Inc., 2011. All rights reserved. Page 2/25



bt-LogAnalyzer SE™ Installation Guide

Welcome

In this document, we describe how to install bt-LogAnalyzer SE™, an easy-to-use reporting tool that
helps you evaluate employee Web and Email use in your organization.

The document contains the following sections.

e [Software and Hardware Requirementso 8 this section lists system requirements for bt-
LogAnalyzer installation

e finstalling bt-LogAnalyzerd & this section provides instructions on installing and configuring
the bt-LogAnalyzer software

e fUsing &onfigdF i | ietlsistsection provides a usage guidetoappl i cati onbés .con

1 Software and Hardware Requirements
bt-LogAnalyzer SE™ is designed to work with the following software:

e Microsoft® Windows Server 2003, Microsoft® Windows Server 2008, or Microsoft® Windows
7 with all latest service packs installed.

e Microsoft SQL Server 2005 SP3 or above. SQL Server 2005 Express Edition T a free version
of Microsoft SQL Server 2005 i is shipped with the bt-LogAnalyzer installation package.

You can have Microsoft® SQL Server and bt-LogAnalyzer installed on the same machine or on
different machines. If you install them on different machines, you do not need to install any portion of
bt-LogAnalyzer on the machine running Microsoft® SQL Server.

2 SQL Design
Microsoft SQL Server best practices specify:

Isolate log from data at the physical disk level. When this is not possible (e.g., consolidated SQL
environments) consider I/O characteristics and group similar I/O characteristics (i.e. all logs) on
common spindles.

Combining heterogeneous workloads (workloads with very different IO and latency characteristics)
can have negative effects on overall performance (e.g., placing Exchange and SQL data on the same
physical spindles).

Always place log files on RAID 1+0 (or RAID 1) disks. This provides better protection from hardware
failure and better write performance.

Note: In general RAID 1+0 will provide better throughput for write-intensive applications. The amount
of performance gained wil/l vary based on t hea
alternative to RAID 1+0 is RAID 5. Generally, RAID 1+0 provides better write performance than any
other RAID level providing data protection, including RAID 5.
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Prior to installing bt-LogAnalyzer, please make sure that:

e Microsoft® Internet Information Services (IIS) is installed on the computer where you are going
to install the bt-LogAnalyzer web interface. The version of IS should comply with the operating
system running on this computer. |IS presence is not required when installing bt-LogAnalyzer
inAfRemote Log Data Loader o mode.

e Microsoft® ASP.Net 2.0 or 3.5 is installed on the computer where you are going to install the
bt-LogAnalyzer web interface. The latest service pack for that version of ASP.Net must be
installed as well.

e The LAY services account has local admin rights.

e For Windows Server 2008 or Windows 7 operating systems, the following Windows
components must be installed:

e 'lIS 6 Management Compatibility'

e 'lIS 6 Metabase Compatibility'

e 'lIS 6 Scripting Tools'

e 'lIS Management Scripts and Tools'
e 0OASP. NETO

e Microsoft® SQL Server is installed on the computer where the bt-LogAnalyzer databases
should be stored. Please note that you should also create a service account and define the
connection credentials to use during the installation process. Note: The service account must
be given the 6édb_ownerd role for all 3 databe:

e I nstall 6Basic Aut henticationo and OWi ndows
Servicesbo

When choosing your system configuration, please consult the following pages to obtain the
Microsoft® products hardware requirements:

Microsoft® Windows Server 2003:

http://technet.microsoft.com/en-us/windowsserver/bb430827.aspx

Microsoft ® SQL Server 2005:

http://www.microsoft.com/sqglserver/2005/en/us/system-requirements.aspx

3 Installing bt-LogAnalyzer
The bt-LogAnalyzer SE™ installation program uses InstallShield Wizard. To install the bt-LogAnalyzer

SE™ software, run the bt-LogAnalyzer Installation program Setup.exe and follow the onscreen
instructions.

3.1 Step-by-Step Installation Instructions
1. Start the bt-LogAnalyzer installation program Setup.exe

The InstallShield Wizard screen is displayed.
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i’;? bt-LogAnalyzer 7 - InstallShield Wizard

< ?_-i; . Welcome to the InstallShield Wizard for
=S bt-LogAnalyzer 7

The InstallShield(R) Wizard will install bt-LogAnalyzer 7 on yvour

WWJJ'” f computer. To continue, click Next,

WARNING: This program is protected by copyright law and
international treaties.

2. Click iNext 0.

The License Agreement screen is displayed.

i‘é‘ bt-LogAnalyzer 7 - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

End-User License Agreement For bt-LogAnalyzer

WARNING! - CAREFULLY READ THE TERMS AND
CONDITIONS OF THIS END-USER LICENSE AGREEMENT
{(“EULA”) BEFORE DOWNLOADING, INSTALLING,

COPYING, OR USING BT-LOGANALYZER (THE

“PROGRAM”). THE BT- LOGANALYZER CATEGORY LIST =~/

" 1 accept the terms in the license agreement Print |

% 1 do not accept the terms in the license agreement:

InstallShield

< Back

Cancel I

3. Read the License Agreement, clickil accept the terms in this |
and click i N e x to continue with the install.

The Destination Folder screen is displayed.
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i%’l bt-LogAnalyzer 7 - InstallShield Wizard

Destination Folder

Click Next to install to this folder, or click Change to install to a different folder.

Vien «l Install bt-LogAnalyzer 7 to:

C:\Program Files\Burst Technology\bt-Loganalyzer 7, change. .. |

InstallShield

Note: By default, the bt-LogAnalyzer program will be installed in C:\Program Files\Burstek\bt-
LogAnalyzer. To install the bt-LogAnalyzer program in a different folder, click i C h a n gane select
the folder.

4. After you select the installation folder, click i N e x to éontinue with the install.

The Setup Type screen is displayed.

{t? bt-LogAnalyzer 7 - InstallShield Wizard

Setup Type

Choose the setup type that best suits your needs.

Please select a setup type.

ﬁ Default program installation options will be used.
O

" Custom
Select this option to customize program installation options,
e Recommended for advanced users,
{" Remote Log Data Loader

G Installs Log Data Loading component only.
o Recommended for advanced users,

InstallShield

< Back I Mext = I Cancel
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5. Choose the Setup Type that best fits your needs.

e If you select i Re ¢ 0 mme ntheedbfault configuration of bt-LogAnalyzer SE™ will be
installed ( s elfeyourselect iIRemote Log Data Loader 0, only log data loading components
of bt-LogAnalyzer SE™ will be installed.

e Recommended Installationo . )
Note: If you choose the recommended installation, you will not be able to select the database
server engine. Instead Microsoft® SQL Server 2005 Express Edition will be installed. If you

want to use already existing instance of Microsoft® SQL Server 2000/2005, please select
ACust.omo

e If you select i Cu s t ,otheobt-LogAnalyzer SE™ installation program will allow you to
customize product installation options as following:

e  Specify SQL Server instance to be used for bt-LogAnalyzer SE™ data storage
e Customize bt-LogAnalyzer SE™ database names

e Select bt-WebFilter integration mode to use the same URL Control List managed by
specified instance of bt-WebFilter

e  Specify bt-LogAnalyzer SE™ Web based user interface name

e If you select ARemote Log Data Loader 0, only log data loading components of bt-
LogAnalyzer SE™ will be installed.

3.2 Recommended Installation

6. From the bt-LogAnalyzer Setup Type screen, select iRecommended and click i Ne x ttoo
continue with the install.

The Select SQL Server Type screen is displayed. (The options on this screen have default values and
are not avail abl eReswimmeendegoe l fNesrnt milng a 0
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i%’l bt-LogAnalyzer 7 - InstallShield Wizard

Select SQL Server Type
Choose SQL Server type

Please select SQL Server type you use as a database engine.

O SOL Server. 2005 Express Edition

' Choose this to use the free version of Microsoft SQL Server 2005
Express Edition. It will be installed by the bt-Loganalyzer 7
installation program.

£ SOL Server

s bt-Loganalyzer 7 will use a Microsoft SQL Server ko store the
database. SQL Server must be already installed.

InstallShield

7. Clickii Ne x.t 0

The SQL Server 2005 Express Edition Instance Name screen is displayed. (The options on this
screen have default values and are not avpailabl e

i%’l bt-LogAnalyzer 7 - InstallShield Wizard

SQL Server 2005 Express Edition Instance Name

Choose instance name

Please specify the name of the instance of SQL Server 2005 Express Edition.

Mew SQL Server 2005 Express Edition Instance Name:

» =

(ald

InstallShield

< Back I Mext = I Cancel

8. Clicki Ne x.t 0

The Setup Integration Mode screen is displayed. (The options on this screen have default values and
are not available when perfrming a fAiRecommended
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i@ bt-LogAnalyzer 7 - InstallShield Wizard

Setup Integration Mode
Choose bt-WebFilter integration mode.

Please select mode.

{¢ Stand-alone

bt-LogAnalyzer 7 will Function in stand-alone mode and use its own
category storage

{" Integrated

bt-Loganalyzer 7 will Function in conjunction with the original
bt-WebFilter Product and use its category storage

Server Name:

InstallShield

9. Clickii Ne x.t 0

The Setup Report Generator Credentials screen is displayed.

{i? bt-LogAnalyzer 7 - InstallShield Wizard

Setup Report Generator Credentials

Supply Network Account name and password.

Click Next if bt-LogAnalyzer 7 is installed on the same machine as the log data, or Enter an
Administrator Account and Password if the logs reside on a Network drive,

Account: [pomaIniuser_id

Password: I*********

Installshield

< Back I Mext = I Cancel

Note: If log files are stored on a network drive, provide a network account and password that will have
access to the log files.

e If your log files are stored on a local machine, click i N e x to éontinue with the install.
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e |If log files are stored on a network drive, provide a network account and password which will
have access to the log files. This account must also have Administrator privileges for the
machine where bt-LogAnalyzer SE™ is being installed and be in the format i Do maUsier 0
Click i N e x to oontinue with the install.

The Web Interface Install screen is displayed. (The options on this screen have default values and are
not available when performing a ARecommendedo |

i%’l bt-LogAnalyzer 7 - InstallShield Wizard

Web Interface Install
Install bt-LogAnalyzer 7 Web Interface

Installing bt-LogAnalyzer 7 Web Interface on this server will allow corporate users to create,
setup, run reports and view results with no need of installing any portion of bt-Loganalyzer 7
software on their local machines.

To access bt-Loganalyzer 7 Web Interface from users' machines please input the fFollowing
URL into browser's address bar: http:/j¥SOPKOWMXPOTTO/LogAnalyzer 7]

bt-Loganalyzer 7 Web Interface Name

ILl:ugAr|aI';,-':er 7

InstallShield

Mext = Cancel

10.Click i Ne x.t O

The Setup URL Control List Automatic Update screen is displayed.

i@ bt-LogAnalyzer 7 - InstallShield Wizard B3

Setup URL Control List Automatic Update

Specify if automatic URL Control List update is required, and setup its options

[V Enable automatic URL Control List update

AL Mm

" Every day

{* Every weekon IMonday v l
" Every month on |1 - I

From the following URL:

[http: { v burstek. comfrelease/v4

-Run Automatic Updates as:

Login: |
Password: |

InstallShield

Cancel |
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Note: Check the iEnabl e automat i col lUSR updat o n torbox and define the
updates schedule, the URL the updates are available at (this is provided by Burstek), and the Run
Automatic Updates login and password, if necessary (this will enable you to automatically download
Control List updates if you require authentication for permission to download files).

11.Clicki Ne x.t O
The Add Product Shortcut screen is displayed.
i@ bt-LogAnalyzer 7 - InstallShield Wizard

Add Product Shortcut

Create Product Icon

[V Place shortcut for bt-Loganalyzer 7 on my Desktop

Installshield

Cancel |

Note: Check the fiPlace shortcut for bt -LogAnalyzer 7 on nbypxifQaus kt
want the installation program to create a shortcut for bt-LogAnalyzer SE™ Web based user interface
andplaceonyourcurrently | ogged on userb6s Desktop

12.Click i Ne x.t O

Note: The Ready to Install the Program screen is
Installation)

3.3 Custom Installation

13. From the bt-LogAnalyzer Set up Type s cCustoena, a s dfi B¢ x to@ntinue with
the install.

The Select SQL Server Type screen is displayed.

Select the type of database server to store the bt-LogAnalyzer SE™ database 8 either new instance
of Microsoft SQL Server 2005 Express Edition or already existing instance of Microsoft SQL Server
2000/2005.
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i{? bt-LogAnalyzer 7 - InstallShield Wizard

Select SQL Server Type

Choose SQL Server type

Please select SQL Server type you use as a database engine.

g 50L Server 2005 Express Edition:

' Choose this to use the free version of Microsoft SQL Server 2005
Express Edition. It will be installed by the bt-Loganalyzer 7
installation program.

" SQL Server

bt-Loganalyzer 7 will use a Microsoft SQL Server ko store the
database. SQL Server must be already installed.

Installshield

< Back I Mext = I Cancel

14.Click i Ne x.t 0

If the SQL Server 2005 Express Edition option was selected, this free version of MS SQL Server
2005 will be installed later during bt-LogAnalyzer SE™ Installation. In this case, the SQL Server 2005
Express Edition Instance Name screen is displayed.

i{? bt-LogAnalyzer 7 - InstallShield Wizard

SQL Server 2005 Express Edition Instance Name

Choose instance name

Please specify the name of the instance of SQL Server 2005 Express Edition.

Mew SQL Server 2005 Express Edition Instance Name:

A7)

Installshield

< Back I Mext = I Cancel

Note: If bt-LogAnalyzer SE™ is installed with SQL Server 2005 Express Edition, the install program
wi || use default val ue sandffoodataltase serveradmiistator@outt.at a b a

If the SQL Server option was selected, the Database Server screen is displayed. Please be aware
that Microsoft SQL Server should be already installed prior to installing bt-LogAnalyzer SE™.
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i%’l bt-LogAnalyzer 7 - InstallShield Wizard

Database Server

Select database server and authentication method

Select the database server to install to from the list below or click Browse to see a list of all
database servers. You can also specify the way to authenticate your login using your current
credentials or a SQL Login ID and Password.

Database Server:

sqlserver ;_I Browse. .. |

Connect using:

" windows authentication credentials of current user

{+ Server authentication using the Login ID and password below

Login ID: Isa

Password: I*********

InstallShield

< Back

Specify the database server name and connection credentials to connect to the database server.

Note: If you select Windows authentication credentials option, it is necessary to specify
appropriate Windows account on Setup Report Generator Credentials screen. That account must
have permissions for connecting to specified MS SQL Server instance.

15.Clickn Ne x.t O

If the Windows authentication option was selected, the install program displays Advanced Database
Server Options screen allowing user to specify SQL authentication credentials to be used by the
install program itself. This option should be used if the install program cannot connect to the selected
SQL Server instance using Windows authentication. After the install, LA SE™ will use Windows
authentication as specified on Database Server screen.

Copyright © Burst Technology, Inc., 2011. All rights reserved. Page 13/25



bt-LogAnalyzer SE™ Installation Guide

i‘;; bt-LogAnalyzer 7 - InstallShield Wizard

Advanced Database Server Options

Specify additional database option for install program \

Y¥ou can use SQL authentication for the install program even if Windows authentication is
specified For bt-Log&nalyzer 7. This can be useful if any Windows authentication related issues
appear during the install. After the install, bt-Loganalyzer 7 will use Windows authentication as
specified.

Jv Use SQL authentication to connect to selected SQL Server during the instal

Login ID: Isa
Password: | eesssses
InstallShield

< Back I Mext = I Cancel

16.Click n Ne x.t O

The Select SQL Database Names screen is displayed.

Specify the names of the databases to store (1) the application settings, (2) data loaded from logs and
(3) generated reports, or leave default values.

17.Click i Ne x.t 0
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