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READS
THESE LOGS

HOW IT WORKS?

AGAINST THIS
URL DATABASE

GENERATE
CATEGORIZED REPORTS

Proxy Server Supported Logs:

e Forefront TMG

* Microsoft ISA Server 2000-2006
W3C and MSDE (ISA)

e bt-WebFilter

e iPlanet Proxy Log Files

* Netscape Proxy Log Files

* Novell BorderManager

¢ Squid Cache Proxy Log Files

e WinProxy Log Files

¢ W3C extended

Caching Device Supported Logs:

e BlueCoat Appliance

¢ BlueCoat GZ files

¢ CacheFlow (BlueCoat)

e Cisco Content Engine

e NetCache Appliance

* Websense WebBlazer

e WatchGuard (Text & database)
e SonicWall

* |[ronport

¢ W3C extended

Databases:

e SQL
e MSDE
¢ ODBC - compliant

Exchange Email Support:

e MS Exchange 5.5
e MS Exchange 2000
e MS Exchange 2003

Single Report:

Any combination of the log file for-
mats listed may be combined into a
single report for your organization.

Note:

Most devices have similar caching
engines producing squid-like log
formats.

Adding support for alternative log
file formats is available quickly. To
check any log file format not listed,
zip up a small log file and email to
security@burstek.com for testing.

e Ads/Banners

e Anonymizers

e Burstek

e Business

e Chat

e Communications

e Computer/Internet

e Content Delivery Servers
e Criminal Skills

e Cults & Occult

e Dining/Restaurants

e Drugs, Alcohol, Tobacco
e Education - YES List

e Email

e Entertainment

e Extreme & Violence

e File Sharing

e File Types

e Financial

e Forums/Discussions

* Free-Hosted Sites

* Gambling

e Games

e General News

e Government

e Graphics/Apps/Personalization
® Hacking

¢ Hate Speech

¢ Health/Medicine

e Humor

e Industry/Business

e |ntranet

e Job Search

e Legal/Insurance

e Local

e Malicious Code

e Marketing

e Mature

e Military

* News Groups

* Non-Profit Organizations
® Online Storage

e Personals/Dating

e Political

e Popups

¢ Real Estate

* Religion

e Remote Access

e Search

¢ Shopping

e Social Networking

e Sports

e Spyware/Adware

¢ Streaming Media Audio
e Streaming Media Video
e Temporary Parking

¢ Transportation/Shipping
* Travel

e Useful

e Vehicles

e Weapons

e Weather

e XXX-Sexual Content
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Report Types:

e Management Summary

e Distributed Report Processing
e Enterprise Summary

e User Audit Detail

e Bandwidth Cost Summary

¢ Sexual Content Details

e Top Web Sites

e WebExtra

e Exchange Email Details

e Top 25 Users

¢ Top Users — Inbound Email

e Top Users — Outbound Email
¢ Total Email Activity

e Total Email Volume

All Reports have active links to
sub-reports:

e Bandwidth by Category

e Download Time by Category

e Hourly Activity - Bandwidth

e Hourly Activity - Blocked Web
Pages

e Hourly Activity - Web Pages

* Top Web Sites - Bandwidth

e Top Web Sites - Web Pages

e Users by Category

e Web Page Details

e Web Pages by Category

e Report Statistics

e Report Parameters

Report Output:

e Print

e Email

e Save as HTML

e Save as PDF

e Share to the network

e Export to XML

System Requirements:

¢ Windows 2000, 2003,
2008, XP, and 7
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