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Before you Begin

Requirements
In order to use the bt-WebFilter program you must have the following software:

Remote Client Components

Microsoft Windows 2000 (Windows 2000 Professional, Server or Advanced Server) with SP 4 or higher or
Windows 2003 Server Internet Explorer 6.0 or higher

MS ISA Server & TMG

Microsoft Windows 2000 Server (or Advanced Server) with SP 4 or higher or Windows 2003 server
Microsoft’s ISA Server 2000 or 2004

Standalone Server

Microsoft Windows 2000 Professional or Server, 2003 Server or XP Professional Operating System
Internet Explorer 6.0 or higher

Chapter 1 bt-WebFilter Overview

Companies have invested heavily in network-related manpower, hardware, software, and bandwidth.
Effective management requires that these resources are:

(a) Being used productively
(b) Not being misused or abused

(c) Generating a positive “return on investment”

bt-WebFilter is an Internet filter and blocking solution that can be customized to ensure that your
employees are adhering to your company’s Internet Use Policies.

Use bt-WebfFilter To:

e Block access to Websites with Malicious Code, Streaming Media, Gambling, and Pornographic
URLs.

e Optimize your network resources by limiting online shopping and sports updates by time-of-day
or bandwidth or establishing quotas for both.

e Increase productivity by effectively allowing business use of the Internet while reducing
recreational surfing.

The bt-WebFilter program can be used as a plug-in to the Microsoft ISA servers, a stand-alone Internet
filter and blocking solution or it can be used in combination with the bt-LogAnalyzer program to control
and evaluate employee Web and Email use.

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 4
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The solution allows corporate administrators to:

Allow or deny access to Web Categories or Website URLs for all members of Windows NT/200x
groups or specified IP ranges.

Define wildcards to place restrictions on users’ access to Websites by URLs or IP Addresses.

View existing Windows NT/200x groups in the application console, and change Internet access
restrictions and permissions for these groups.

View log files containing information about users' attempts to access prohibited URLs.

Create schedule or activity intervals to further define restrictions and permissions policies for
single domain groups.

Block “https” sites.

Filter on multiple domains.

Update the URL Control List automatically.
Administrate the system remotely.

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 5
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Features

Time-of-Day - filter based on time of day/day of the week (i.e. deny access to sports during
business hours, but allow access at other times).

Categories - deny or allow access based on over 60+ categories (i.e. Sexual Content, Criminal
Skills, Weapons, etc.). See Burstek’s Website for a complete description of all the Categories.

Group/User Support - customize policies based on NT4 or Windows 200x Active Directory.
IP Range Support — customize policies based on specified IP ranges.
Remote Administration Auditing - Log and view denied URLs by User in real-time.

Performance - bt-WebfFilter is multi-threaded and can be dispatched for parallel processing on
more than one processor.

File Type - filtering image file extensions, WebFilter allows users to read the text content on a
Website but can prohibit downloading or viewing images and blocking MP3 file trading.

Yes Lists - allow access only to specific Websites and/or categories (i.e. Shipping Department can
only go to UPS, FedEx, USPS, etc.). Multiple ‘Yes Lists’ supported.

Manage all Protocols - The bt-WebFilter plug-in for ISA Server allows you to Manage Protocols
setup in Microsoft ISA Server. You can set permissions and restrictions to control traffic.

Customizable - easily create your own categories; add to or exempt what bt-WebFilter blocks by
default.

Replication

Quotas

Real-Time Monitoring
Exempt users from policies

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 6
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Chapter 2 Installation

Installing bt-WebFilter - ISA Server Version

The bt-WebFilter executable utilizes an InstallShield Wizard. The bt-WebFilter (ISA Server version) can be
installed on any Microsoft Windows 2x Operating System with Internet Security and Acceleration Server
version 2000, 2004, 2006, including Microsoft Threat Management Gateway (TMG).

NOTE:

If installing bt-LogAnalyzer 6 on the same server, bt-WebFilter must be installed first. If
uninstalling the Burstek Software, bt-LogAnalyzer must be uninstalled prior to
uninstalling bt-WebfFilter.

NOTE:

Be sure you are installing the correct version of bt-WebFilter. When you launch the
Setup program, the version will be displayed at the top of the InstallShield Wizard as
well as in the right side of the window.

NOTE:

If you are installing WebFilter on a Microsoft Server 2008 Operating System, you must
run the ‘Setup.exe’ as an administrator by right clicking on the file and selecting it from
the menu. If this step is not followed, you may receive an error message during the
installation.

1. To start the installation, locate the zip file that you downloaded from Burstek’s website and
extract the contents to a directory on your computer.

2. Once the files are extracted, locate the ‘Setup.exe’ file and double click. The bt-WebFlter (ISA
Server version) ‘Welcome’ screen will appear. Click ‘Next’ to continue.

15 be-WebFiter (154 Server version - InstaltShield Wizard =5

internel access bt WebFilter (ISA Server version)
fiitering tonl

The IrstaliSheld (R) Wizard vwil nstall bt-WebPiter (15A Server
version) on your computer. To continue, chok Mext.

WARNING! This program is protected Dy copyright law and
ntemazonal veabies

ISAServerjversion

[ Hext> ][ conce

bt-WebfFilter ISA Installation 2-1: Welcome Screen

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 7



bt-WebFilter

Users Guide

3. The ‘License Agreement’ screen will be displayed. After reading the ‘End-User License Agreement

For bt-WebFilter’ and you agree, click "I accept the terms in the license agreement” and
click “"Next” to continue.

=]
Lwense Agreement A
Flease read e folowing bcense agreement carefidy, A\ £ 2

END-USER LICENSE AGREEMENT FOR BT-WEBFILTER

WARNING! - CAREFULLY READ THE TERMS AND
CONDITIONS OF THIS END-USER LICENSE AGREEMENT
(“EULA") BEFORE DOWNLOADING, INSTALLING,

COPYING, OR USING BT-WEBFILTER (THE “PROGRAM"),
THE PROGRAM CATEGORY LIST(THE “CATEGORY LIST™). -
# £ accept the terms in the lense agreement

1 gonot accept the terms n the icense agreement

nitalihwme

[ <Bock |[ Het> ][ conce |

bt-WebFilter ISA Installation 2-2: EULA

4. The 'Destination Folder’ screen will appear. Accept the default location or select the “Change”
button if you would like to install to a different directory. When completed, click “*Next”

Destination Folder
Cick Nexct to instal 1o s folder, or cick Change 1o install 10 3 "

Tt be-AvelSiter {ISA Servwr version) 10!
C:'\Program Fles (x26) \Burst Technology bt -1SaFIter| [ ghange..,

[ <Bock |[ text> ][ Cconcel |

bt-WebfFilter ISA Installation 2-3: Destination Folder

5. The ‘Setup Type’ window appears. Since this is a new installation, select the “"Complete”
installation option and click “Next”

You can re-run the installation wizard on another computer and select the “Client”

option. This will install the remote management console that will allow you to manage
multiple bt-WebFilter for ISA Server installs from a remote computer

Copyright © Burst Technology, Inc., 2013. All rights reserved
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i'\;' bt-Webfilter (ISA Server version) - InstallShield Wizard

Setup Type
Choose the sstup typs that best suks your needs.

Ploase salact 3 setup type,
~ 'M"“g

ﬂ Iwo?mh&mulbsmdzd,mmwwmdﬁ
- e

" Chemt

. Croosa which program feabires you want inatafiod and where they
o Wil ba instaded. Recommendied for advarosd users.

< Back et > Cancel l

bt-WebFilter ISA Installation 2-4: Setup Type

6. Inthe “Setup URL Control List Automatic Update” page, make your selections regarding how

often you want the server to check for updates to the Control List and select *Next’

|'§ bt-Webfilter (ISA Server version) - InstaliShield Wizard
Setup URL Control List Autamatic Update
Spaciy f sutomabe LRL Control List update is requiced, and setup ks opl

¥ Enable autcmatic URL Conitrol Ust update
Al M[A_IJ
" Every diy
7+ Every sowk o0 .l-‘-kr-»v 'I
T T T (—

From the Folowing LRL:
[http: Jivamw, bur sk, comirebeasefvd
Faun Automatic Updates as:
Logine [
Pagsword: |

<ao [Cets | cwcel |

bt-WebFilter ISA Installation 2-5: URL Control List Udpate
NOTE:

The ‘Run Automatic Updates as:’ credentials only need to be used if you are required
to supply login information to gain access to the Internet. Typically this is not needed.

7. You are now ready to install the application and the next screen will confirm that option. Press

‘Install’ to continue. The installer will begin copying files and you will see the “InstallShield Wizard
Completed” dialog box once it completes successfully.
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Ready to Install the Program
The wizard is ready % begin nstaliation. “ PN -
. -

Cick Install 10 bepn the retafiation.

IF you want 5 review or change any of your installaton settings, dhok Back. Click Cancel 1o
ot the witard,

[ stock (et [ Coce |

bt-WebFilter ISA Installation 2-6: Ready to Install

8. Click ‘Finish’. You will be prompted to restart your system. Click ‘Yes' if you want to restart now

or 'No’ to restart manually at a later time.

WEB "“’[H InstaliShield Wizard Completed

The InstaliShedd Wiard has successfilly nstaled bt-VebFiter
(ISA Server version). Chck Finish %0 exit the waard,

ISA Serverjversion

=]

bt-WebFilter ISA Installation 2-7: Install Complete

Copyright © Burst Technology, Inc., 2013. All rights reserved
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Installing bt-WebFilter - Remote Management Console

1. To start the installation, locate the zip file that you downloaded from Burstek’s website and

extract the contents to a directory on your computer.

2. Once the files are extracted, locate the ‘Setup.exe’ file and double click. The bt-WebFilter

‘Welcome'’ screen will appear. Click ‘Next’ to continue.

NOTE:

Ensure that you are installing the management console for the version of the

application you are using.

Weilcome to the InstaliShield Wizard for
bt-WebFilter (ISA Server version)

WEB FILTER

The IrstaliSheld(R) Wizard vl nstall bt-WebPiter (154 Server
version) on your computer. To continue, chok Mext.

WARNING! This program is protected Dy copyright law and
ntermazonsl Yeabies

ISAiServeriversion

15 be- WebFiter (154 Seever version] « InstatShield Wizard |

L Mext> || Cancel

bt-WebFilter RMC 2-1: Welcome Screen

3. The ‘License Agreement’ screen will be displayed. After reading the *End-User License Agreement
For bt-WebFilter’ and you agree, click "I accept the terms in the license agreement” and

click “"Next” to continue.

Copyright © Burst Technology, Inc., 2013. All rights reserved
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(1) be-WebFatar 054 Server varsion) - Inctatihueld Wosd ~ |ms]
Lwense Agreement

Flease read e folowng koense agresment carefidy, AA‘ r

END-USER LICENSE AGREEMENT FOR BT-WEBFILTER

'WARNING! - CAREFULLY READ THE TERMS AND
CONDITIONS OF THIS END-USER LICENSE AGREEMENT
(“EULA") BEFORE DOWNLOADING, INSTALLING,

COPYING, OR USING BT-WEBFILTER (THE “PROGRAM"),
THE PROGRAM CATEGORY LIST (THE “CATEGORY LIST™). -

T gonot accept the terms n the koense agreement

sl

[ <o |[_newts ][ cocel |

bt-WebFilter RMC 2-2: EULA

4. Accept the default installation directory or click *Change’ to install to a different location. When
completed click ‘Next'.

W "m """" ﬁv s—": t'."x*“-*u"-'xw'mw'—ﬁ—‘
Destination Folder .
e 5 >
el -
=g ot beAvelFiter (ISA Servwr version) fo;

ik Next to instal 1o this folder, or cick Change 1o install 20 3 o
C:'Program Fles (x35)\Burst Technology bt-ISAFTter)| [ charge.., |

il

[ <Beck | Hext> [ cace |

bt-WebFilter RMC 2-3: Destination Folder

5. Select the ‘Client’ option and click *Next’ to continue.

Copyright © Burst Technology, Inc., 2013. All rights reserved
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Setup Type
Choose the setuo type that best suts your needs. “ S
. oYl

Flease select 8 52D fype

Complete

Al grogram features wil be nstaled. (Requres the most dsk
space.)

Choose which program features you want nstalied and where they
wil be nstaled. Recommended fior advanced users.

[ <Bock |[ Hests> ][ Concal |

bt-WebFilter RMC 2-4: Setup Type

6. Enter the name of the WebFilter server you are trying to connect to or click ‘Browse’ and select
the system from the list of computers. Once completed click *Next’ to continue.

:y'“'.w”’” &.m = _.-: U IR T @“ﬁr@‘
Setup Connection Options “
Ohoose remote server, 2 -

-‘\ S -
Flease select remote server,
Sorver Narer:
=
Seoppe... ]
| <ok |[tet> ][ Ccocs |

bt-WebFilter RMC 2-5: Remote Server Selection

7. You are now ready to install the application and the next screen will confirm that option. Press
‘Install’ to continue and begin copying files.

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 13
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|§ bt-Webfilter (ISA Server version) - InstaliShield Wizard

Ready to Install the Progreen
Trw wzard s 10ady to begn nstalation.

Chek Irtal to begin the instalation.

IF you want o rendew of change any of your instalatbion settings, chox Bach. Chck Cancel to
it the wiased.

s [CHa] oo |

bt-WebFilter RMC 2-6: Ready to Install

8. Once the install finishes copying files you will see the ‘InstallShield Wizard Completed’ window.
Click *Finish’ to exit the installer. You will be prompted to restart your system. Click ‘Yes' if you
want to restart now or *No’ to restart manually at a later time.

2 bt WebFilter (ISA Server version) - InstallShield Wizard [ x|

The InstabShesld Wizard has suxccessfully nstalind bt-WebFiter
(L5 Server verson). Ok Freh to ext the wizsrd,

grverjversion

e sl ]

bt-WebFilter RMC 2-7: Install Complete
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Installing bt-WebFilter - Standalone Version

1. To start the installation, locate the zip file that you downloaded from Burstek’s website and
extract the contents to a directory on your computer.

2. Once the files are extracted, locate the ‘Setup.exe’ file and double click. The bt-WebFlter
(standalone version) ‘Welcome’ screen will appear. Click ‘Next’ to continue.

If installing bt-LogAnalyzer 6 on the same server, bt-WebFilter must be installed first. If
uninstalling the Burstek Software, bt-LogAnalyzer must be uninstalled prior to
uninstalling bt-WebfFilter.

Be sure you are installing the correct version of bt-WebFilter. When you launch the
Setup program, the version will be displayed at the top of the InstallShield Wizard as
well as in the right side of the window.

If you are installing WebFilter on a Microsoft Server 2008 Operating System, you must
run the ‘Setup.exe’ as an administrator by right clicking on the file and selecting it from
the menu. If this step is not followed, you may receive an error message during the
installation.

The InstaliSheld (R) Wizard vl nstal bt-WebFiter (standsions
version) on your computer, To continue, chck Mext.

WARNING! This program is protected by copyright lew and
nternazonal Yeaties

Standalone version

Chet>"] [ e |

bt-WebFilter Standalone Install 2-1: Welcome Screen

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 15
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3. The ‘License Agreement’ screen will be displayed. After reading the ‘End-User License Agreement
For bt-WebFilter’ and if you agree, click "I accept the terms in the license agreement” and
click “"Next” to continue.

Lwense Agreement
Flease read e folowing Soanse agresment carefildy, “ P
et -

END-USER LICENSE AGREEMENT FOR BT-WEBFILTER

WARNING! - CAREFULLY READ THE TERMS AND
CONDITIONS OF THIS END-USER LICENSE AGREEMENT
(“EULA") BEFORE DOWNLOADING, INSTALLING,

COPYING, OR USING BT-WEBFILTER (THE “PROGRAM"),
THE PROGRAM CATEGORY LIST(THE “CATEGORY LIST™L. -

® § coept the terms in the lcense agreement
T gonot accept the terms n the ioense agreement

Ttalibee

[ <ok |[ Hets> ][ coce |

bt-WebFilter Standalone Install 2-2: EULA

4. Accept the default installation directory or click ‘Change’ to install to a different location. When
completed click *Next'.

ry“-w TR TV T SR (R I S o VP li-. :@
Destination Folder
ick Next to instal 1 this folder, or chok Change 1o inatall 5.3 : P
" .
It beAVelFiter (standalons verson) o
C:'Program Fles (x28)\Burst Technology 'be-StandsloneSiter | [ charge.., |
| <Back !LE&> || Conce |

bt-WebfFilter Standalone Install 2-3: Destination Folder

Copyright © Burst Technology, Inc., 2013. All rights reserved
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5. The ‘Setup Type’ window appears. Since this is a new installation, select the "Complete”
installation option and click “"Next”

You can re-run the installation wizard on another computer and select the “Client” option. This
will install the remote management console that will allow you to manage multiple bt-WebFilter
installs from a remote computer

Setup Type
Ohoose the seto type that best suls your needs.

Flease select 8 5o Hype.
& Completel
Al grogram featires wil be nstaled. (Requres the most dsk
ace.)
Chent
Choose which progras fi you want nstalied and where they

| wil be nstaled. Recommended for advanced users.

Ingtelihed

(st | temt> ][ cwcs ]

bt-WebFilter Standalone Install 2-4: Setup Type

6. In the “Setup URL Control List Automatic Update” page, make your selections regarding how
often you want the server to check for updates to the Control List and select ‘Next’

[Vignable sutomatc URL Control List update
a (560
Svery gay
@ mverygeckon  |Mondey -
Every gponth on
Erom mw folowing URL:
It fovmew burstek_comjrelesse 4
Rin Autoratic Updates as:
Llpgn! [
Pagevord; 1
InstelShee
[ <@ak |[ met> ]| concd |

bt-WebFilter Standalone Install 2-5: Automatic Updates

The ‘Run Automatic Updates as:’ credentials only need to be used if you are required to supply
login information to gain access to the Internet. Typically this is not needed.

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 17
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You are now ready to install the application and the next screen will confirm that option. Press ‘Install’ to
continue. The installer will begin copying files.

1) b WebFamer (standatone version) - bstallShiekd Wizard [
Ready to Install the Program
The wizard is ready % begin nstalation. A' =
Cick Install 1o begn the retafiation

IF you want 5 review o changs any of your installaton settings, chok Back. Cick Cancef to
ol the wizwd.

< Back L dnstsl || Cencel |

bt-WebFilter Standalone Install 2-6: Ready to Install

7. Once the install finishes copying files you will see the ‘InstallShield Wizard Completed” window.
Click ‘Finish’ to exit the installer. You will be prompted to restart your system. Click ‘Yes' if you
want to restart now or ‘No’ to restart manually at a later time.

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 18
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Enabling User Authentication in Microsoft ISA 2006

To setup ISA to authenticate users, perform the following steps:

1. Open Microsoft Internet Security and Acceleration Server Management Console. Expand the ISA
server and select ‘Firewall Policy’

= Microsaft Inkernet Security and
ElLa isa

----- =1 Manitoring

----- j Firewall Palicy

----- b Mirkual Private Metwark:

ISA User Authentication 2-1: ISA Management Console

2. On the right side of the screen select the tasks category and select ‘Create Access Rule’

[T Tkt \(N,

Firewall Policy
Tasks

) Punieh Exchange Voo

3 Pubksh Mall Server

—1 Futish SharePaint Son
ﬂ Futich Web See

) Futheh Nom-Web Server

Probocok

) Tt o ACERSS P

Policy Editing Tasks

System Policy Tasks
& EdR 5ysten Pok _’J

ISA User Authentication 2-2: Tasks Tab
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3. Provide a name for your access policy and select ‘Next’

New Access Rube Wizerd E

Welcome to the New Access Rule
Wizard

Mo
s
Joce,
Tha waid bolps pou CHoale & e JCORES Ul ACCRss
nda el the achon thad it Lakan, and e prolocols thae
My ba unid, whan specind chends hom one netvwor
dtampt 10 scorss spaclic destingbon of conlerd on
Aol nalwok

1)

4

==- e

To condnue, chok Nest

st [ et

ISA User Authentication 2-3: New Access Rule Wizard

4. New Access Rule Wizard — Rule Action, select Allow

Rulo Action
Selact how chent requeasts lor content kom the specded desinahcn e dest wih

New Access Rule Wizard E3|
¥ the condicrs speciiad n the e e met. |

Action to ke when de condtions aie met

 ond

C Doy

Bock [ Hear | conce |

ISA User Authentication 2-4: Rule Action
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5. New Access Rule Wizard — Select Protocols.

New Access Rule Wizard El
|
Protocols

Select the protocols ths sde apobes to

That 1ule appbes 1o

Selecind protoce

Protocols
MiHTTe
BIHTTPS

« fack et >

:

ISA User Authentication 2-5: Protocol Selection
6. New Access Rule Wizard — Access Rule Sources Traffic From, Click Add

New Access Rule Wizard [ ]
Accezs Hule Souces
Thes tide vl 2008 [0 alhe Cogmatng bom the sousces spechied n #33 pags

This 1l sppies 10 s fom thee sourcss

< Inbems

[

cgack [ Hets | Caned |

ISA User Authentication 2-6: Access Rule Sources
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7. Select ‘Internal’ and then ‘Add’

Natwork erttms:

l&w - e,

= 2 Networks
@ Extemal

«be Local Mozt
S Quarirtined VPN Charts
W Clecks
& L Network Sets
3 L3 Corputers
0 Addres Ranges
ol Subvens
4 L Compiter Sats

—J

ISA User Authentication 2-7: Network Entities - Source
8. New Access Rule Wizard — Access Rule Sources Traffic To, Click Add

New Access Rule Wizard E3|

This ade wil appb) to yalfic sent fiom the nids towces (o the dactinstions speactied

Accass Ruls Destinations ’
n the page.

Thes e appes 10 ralhe serd o these destnanors:

@ Evteral

It

1 Back I Hent > | Canch

ISA User Authentication 2-8: Access Rule Destination
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9. Select ‘External’ then ‘Add’
[ndd Network entwes _ E3]

Network entites:
[
= L& Networks
<
L
% Local Host
» Quarantined PN Charts
2 Vo Cherts
l Nataork Saty
o Conputers
o Modess Ranges
L Nbrets
i [ Domn blave Sets
o URL Sets
i Computer Sets

.

s

o W

[ ] o= |

ISA User Authentication 2-9: Network Entities - Destination
10. User Sets — Click ‘Add’

|

User Sets ‘
You can spply the e to sequests rom ol users. Or, pous oan bet acossa to

spaciic uses sels |

This e acphes 1o requests om the loloweng user sels
= A Autrenscated Users

cgack | Meas | Cance |

ISA User Authentication 2-10: Access Rule User Sets
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11. Select ‘All Authenticated Users’ and click ‘Add’

Uy sats
fuew Ek... Lot
LT

. Sustan and Netwark. Service

[y )

ISA User Authentication 2-11: Add Users

12. Click ‘Finish’

New Access Rule Wizard

Completing the New Access Rule
Wizard

Viona harvw successiuly complaled the New Access Rue
Wizad The rew Access Rude well have the folowing
corfgassort

Trafic -]
Al outbound ralio
Sousce
Al Netwosks |and Local Hos!)
Destratort
Al Netwosks |and Local Hest)
Accepled user sols
Al Users -

_4J »

To close the wead. chck Finsh

cgack [ Fnah | Conce |

ISA User Authentication 2-12: Completing Access Rule Wizard

13. Be sure to hit ‘Apply’ to save changes and update the configuration in ISA.

_L ~U‘!‘I D‘t.nl Ta nwe charges ol Wodae the canfiguration, okt dnphy.

Tirseadl ik |

ISA User Authentication 2-13: Appling Changes
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Chapter 3 bt-WebFilter Configuration

There are several steps you should consider prior to completing the configuration for bt-WebfFilter.
Having an general plan on what you want to accomplish ahead of time will make the configuration
process easier and prevent you from possibly having to make significant changes later on.

Determine how you will be managing authorization for web access.
Determine how you will manage access to web categories.
Determine any Quota’s that you would like to implement.
Determine the time that you would want to control access.

Hwn =

Determining Authorization for Web access

This is the first step as it defines how you will be creating your access policies. bt-WebFilter has the
capability to control access via Active Directory membership and IP addressing. You can configure bt-
WebfFilter to use either of these options or a combination of both.

For example, you may want to manage access for users in your organization via their Active Directory
accounts or group memberships as well as restrict access by IP’s when ‘unknown’ users are connected to
your guest network. This is easily accomplished within bt-WebFilter by creating the proper ‘Access Rule.’

Determining Custom Access Policies to control what users can access.

Once you have identified how you will control access, the next step is identifying what access the users
will have. Will Internet access be restricted to only authorized websites? Will users be able to surf any
website as long as it is not prohibited?

Identifying the access types ahead of time will allow you to identify any potential issues and adjust prior
to implementing the policies. For example, blocking the ‘Job Search’ category for your default
organization policy may sound like a good idea when you're looking at the categories, but you may find
that Human Resources is no longer able to access websites they need to perform their job functions.

A good starting point is to create a single policy and block only the ‘Legal Liability’ group of categories.
There are 10 Categories blocked out of the box. These include:

e Spyware/Adware

e  Criminal Skills

e Cults & Occult

o Extreme & Violence

e Gambling

e Hacking

e Hate Speech
e Weapons

e XXX-Sexual Content
e Malicious Code
e Mature
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With these categories blocked and all others open, you can use Burstek’s bt-LogAnalyzer to report on the
traffic and determine where your users are going and if there is a potential problem.

Determine quota’s to be implemented

Preventing users from accessing websites may seem heavy handed to some companies and they may
want to only limit the amount of time or the amount of bandwidth that users can consume for non-
business related sites. bt-WebFilter can assist with this by allowing you to create quotas and assign them
to specific Custom Access Policies or to your IP Range Access Rule.

Determine the time of day access will be controlled

Controlling access to Web pages during working hours

A common option is to restrict user browsing to authorized websites during normal business hours and
open up a few non-business related URL categories for lunch.

bt-WebFilter gives you the option of setting unique schedules for your individual Web pages or URL
Categories.

Default Custom Access Policy Properties @@
Common Information | Allow | Deny | Quotas | Apply To | Exemplions |
Specify categories, URLs denied for this custom
x access policy.
Name Schedule
L2 & nonymizers Category
@ Criminal Skills Category 24X7
@ Extreme & Violence Category 24X7
@ Gambling Category 24X7
® Hacking Category 24X7
P Hate Speech Category 24X7
9 Malicious Code Category 24X7
@ Mature Category 24X7
9 Spyware/ddware Category 24X7
D 500¢-Sexual Content Category 24X7
@ Chat Category Business Hours
@ Dining/Restaurants Category Business Hours
@ Entertainment Category Business Hours
® Political Category Business Hours
add. | Change. | Deete |
[ 0K J [ Cancel ] [ Apply ] [ Help ]

WebFilter Configuration 3-1: Default Custom Access Policy Properties

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 26



bt-WebFilter Users Guide

Setting the Access Rule Type

Registering your domain

To enable you to control access based on your users’ logon names, you must register your domain with
bt-WebfFilter. To do this:

1. Open the bt-WebfFilter application and right click on the ‘Access Rules’ option on the left side of
the screen. Click on the option to ‘Register Domain.’ Figure 3-2 Window will display.

=+ Register Domain @

Specify the domain name for bt-ywebFilter,
Dromain muzt be registered before applving access ules
o groupes.

Beqgizter thiz Domain:
| [~

Cancel |

WebfFilter Configuration 3-2: Domain Registration

2. Click the arrow to the right of the field and select your domain from the drop down box and click
IOKI
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3. The ‘Properties’ page will be displayed. Here you can select additional options such as the
redirect page that users will see when a website is blocked as well as individual user rights.

NOTE:

Burstek supplies several asp pages for various redirect options that you can modify to

fit your individual needs. You must have access to a Microsoft Web Server to use these
page options.

ENTERPRISE Properties ?X

Cormmon Information | Full dccess Users | Nodccess Users | Individual Rights

EEE ENTERPRISE

Redirect

Enter the URL where users are redirected if access is denied,
MOTE: The full URL path is required [i.e. http:/Awn. etc. ).

BRedirect URL:
|http:a’a’www. burstek, com/PolicyPage. asp

|§Advanced Fiedirect Page Options...

[ 0K l [ Cancel

WebFilter Configuration 3-3: Domain Access Rule Properties

The ‘Advanced Redirect Page Options’ allows you to set the duration (in hours) that users can
access a restricted site. Example, if you use one of the supplied redirect Web pages that allow

the user to continue to a site but notify you of the action, you can select how long the site will
remain open before being prompted again.

Advanced Redirect Page Options

Specify time frame value for keeping “Web site opened
when using 'Proceed to the blocked *Web site’ option

ked Web Site Timeout:
i

" Custar: hou(z)

" Unlimited

Ok | Cancel

WebFilter Configuration 3-4: Advanced Redirect Page Options
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Registering an IP Range

To be able to create Access Policies based on IP addresses, you will need to create an Access Rule for the

IP range that you wish to filter.

1. Open the bt-WebfFilter application and expand the ‘Access Rules’ option on the left side of the

screen.
2. Right click on the ‘IP Ranges’ option and select ‘Register IP Range.’

= P Range Properties E'
ﬁ Enter lower and upper limite of the [P range.

Fram: |

Tar |

] Cancel

WebfFilter Configuration 3-5: Specifying an IP Range

3. Enter the starting IP address and the ending IP address of the range that you wish to create. You
can create multiple IP ranges if you need to. When you have your range set, click ‘OK’

4. The properties page for the range you just created will be displayed. From here you can add IP
exemptions, change the Access Policy type, Allow or Deny URL’s and categories, assign quotas
and select the Access Policy you wish to apply.
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192.168.1.50-192.168.1.100 Properties

Comman Information | Allow | Dery | Quotas | Custom Access Policies

Specify categories, URLs allowed for this IP
ﬁ Fange.

Mame | Type | Schedule | Esempti

o) (oo ]

WebfFilter Configuration 3-6: IP Range Properties Page

5. When you have completed the configuration options for the IP range, click ‘Apply’ then ‘OK’
You can modify any IP range that you have entered by simply right clicking on the IP range and

selecting ‘Properties’
Creating a Custom Access Policy

The *Custom Access Policy’ section is where you will setup the permissions for access to specific URL's
and Categories. Burstek currently has over 60 predefined Categories that you can select from or you can
create your own based on your company’s requirements.

To setup a ‘Custom Access Policy’ follow these steps:

1. Open the bt-WebFilter application and select the ‘Custom Access Policies’ option.
2. On the right side of the console ‘Right Click’ and select ‘New’ then ‘Custom Access Policy’ from

the menu.

NOTE:

The Default Custom Access Policy included with bt-WebFilter will block access to
categories that are referred to as ‘Legal Liability.” You can modify this policy or create
your own.

3. The ‘New Custom Access Policy’ properties page will appear. Type in a name for your new access
policy and click ‘Apply”
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New Custom Access Policy O/ Properties

Common Information | aflow || Deny | Quotas | &pply To | Exemptions

@ Enter a unique custom access policy name.

M ame:

|Sales Drepartment &coess Policy

Rediract

Enter the URL where users are redirected if access is denied.
MOTE: The full URL path iz required [i.e. http:/ v, etc. ).

Redirect URL:

Advanced Redirect Page Options... |

Individual Access Policy Type... |

I 0k ] [ Cancel ] [ Apply ] [ Help ]

WebFilter Configuration 3-7: Custom Access Policy Properties Page

NOTE:

Depending on how you will be controlling access, you may consider naming your
policies based on the groups covered. You may also choose to hame your policies
based on the type of access such as “Allow Access to Job Search Category”.

4. By default, the ‘Individual Access Policy Type’ is set to the ‘Default Policy’ option. The default
global ‘Access Policy’ is a restriction based policy type. More information regarding this topic can
be found in the ‘Custom Access Policies’ section.

5. Since we are using the default policy type (‘Restriction’), the ‘Allow’ tab is not used. Select the
‘Deny’ tab and click on the ‘Add’ button at the bottom of the screen. The ‘Access Object’
properties page will be displayed.
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w Access Object Properties @

I [ etailz ] Schedule]
Access Object Type

¢ Category

If thiz option iz selected categom details will be configured

£ URL

If thiz option iz selected URL details will be configured

Ok Cancel Apply

WebfFilter Configuration 3-8: Access Object Properties - Common Information

6. Select the object type to be used to control access, ‘URL’ or ‘Category,” and select the details

tab.

w Access Object Properties @

Schedule]

Comman Infarmation
@ Select one or more categories.

Categom Mame:

Burstek

Buziness Services

Chat

Cammunications

Computer/lnternet L
Content Delivery Servers

Criminal Skillz

Cultz & Occult

Dining/R estaurants

Dugsdélcohol/Tobacco

Education

Email

Entertainment

Extreme & Violence

File Sharing

File Types

Financial

Fonms/Discussions b

QK Cancel Apply

WebFilter Configuration 3-9: Access Object Properties - Details
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7. Infigure 3-9, a list of individual Categories is displayed from which to select. To determine how
a specific website is classified (which category it belongs to), use the ‘Category Lookup’ feature
in the main console window.

w Access Object Properties @

Common nformation ] Details  Schedule l

@ Select unigue scheduls name.

Schedule Name:

D' escription:

Al

Monday :l
Tuezday
wednesday
Thursday
Friday
Saturday

Sunday

l Active |_ Inactive

ak. | Cancel | Apply |

WebFilter Configuration 3-10: Access Object Properties - Schedule

8. The schedule tab will allow you to select the schedule name to be used for the Categories or
URL'’s that you have added. You can change the schedule at any time by going into the Access
Policies properties. Since we haven’t created a new schedule yet, click ‘Apply’ and ‘OK’

9. The ‘Quota’ tab is similar to the ‘Allow’ and ‘Deny’ tabs except for the addition of the ‘Quota’

option (See figure 3-11). Here you would select any ‘Time’ or ‘Bandwidth’ quota’s that you
define.
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@ Access Object Properties
Commaon |nformation ] Details] Schedule  Qucta l

@ Select quota and specify how it will be applied to access object.

PR E - diwicth [uota - 10ME
Period OF V alidity: D aily
Severity: Stiict [access: denied when gquota reached)

Bandwidth Limit (KB}~ |

Tirne Limit [rmin): |

Quata Applying Method
% Same quota for each NT group user

" Single quota for whale NT group

3

0K | Cancel Apply

WebfFilter Configuration 3-11: Access Object Properties - Quota

Sales Department Access Policy Properties

Cormon nformation | Allow || Deny | Quota

Select domain groups or IP ranges to which current
Custom Access Policy will be applied.

Domain Group or IP Range

EMTERPRISE \Sales

[ 192168.1.1-192.168.1.254
192.168.1.50-192.169.1.100
O Unauthenticated Access

Add Groups. ..

o) (e )

WebfFilter Configuration 3-12: Apply To
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10. The ‘Apply To’ tab is where you will set the users, groups, and/or IP addresses that this ‘Access
Policy’ will apply to. Selecting the ‘Add Groups’ button will launch the ‘Select Groups’ interface
as shown in Figure 13. Type in the name of your group and select ‘Check Name’ then ‘Ok’

Select Groups E|E|

Select this object type:

Groups Object Types...
From thig location:
Enterprise. Burstek. com

Enter the abject names to select [examples):

WebFilter Configuration 3-13: Select Groups

11. Selecting the ‘Exemptions’ tab will allow you to ensure that certain users are exempted from
this policy. This can be useful when you want to exclude users that may be in a group that you
applied the policy to. For example, if Tom Smith is a member of Enterprise\Sales but this policy
does not apply to him, you would set his name on the ‘Exemptions’ tab.

12. To select users for exemption from the policy, click the ‘Add’ button. A small drop down will
appear giving you the option of ‘User’ or (if you have an IP Range Access Rule defined) ‘IP
Address.” Selecting the ‘User’ option will open the select user’s window (see figure 3-15).
Selecting the ‘IP Address’ will allow you to enter a single IP address as shown in figure 3-16.

Sales Department Access Policy Properties

Caomman nformation | Allow | Derw | Quatas | Apply To | Exemptions

Wiew or Edit the list of Exempted Users or P Addresses
from thiz Customn Access Policy.

Domain User or IP Address | D escription |
EMTERPRISE'T am. Smith [Taom Smith)

[ ak ” Cancel ][ Apply H Help ]

WebFilter Configuration 3-14: Access Policy Exemptions
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X

% Select Users

DomainiGroup: |ENTEF!F'F|ISE\SaIeS

| D escription

Name
@® ENTERPRISE\E mest Phillips (Er...

¢® ENTERPRISE Mildied Bravin (M...
® ENTERPRISENRichard. Reed [Fi..
® ENTERPRISEST om. Smith (Tom ...

Add Remove |

| D escription

Name
® ENTERPRISENT om Smith ..

aK Lancel

Browse Domain...

WebfFilter Configuration 3-15: Select Users

NOTE:
Selecting the ‘Display Group Members’ option will show all members of the selected group. You
can then scroll through the list of users, select them, and click ‘Add.’

3

i~ IP Address Properties

W Enter zingle IP address value.

P Address:

ak. Cancel

WebFilter Configuration 3-16: IP Exclusion
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Chapter 4 The bt-WebFilter Console

bt-WebFilter’s interface is designed around Microsoft's Management Console. The console is divided into
the ‘Container’ window on the left and the ‘Object’ window on the right. From here you can manage all
aspects of the application and check on the status of traffic moving through bt-WebfFilter. The bt-

WebFilter container object gives you a quick view of the version you are working with as well as the
license expiration time (in days) and the server in which the application is installed

Server Properties

The bt-WebFilter Properties consist of four tabs:

e Storage and Customer Options
e Replication Options

e Proxy Options

e Cache Options

e Email Options

* bt-wWebfFilter M= B3
File  Action ‘Wiew Help
rada AIENCRERY 7 RECHE RN

Q_ﬁ'.f'_ bt-webFilker {standalone version) (license expires in 3646 dawy(s)) - D-032
URL Conkral List

Access Rules
i Category Lookup

%8 Categary Lookup Custom Access Policies

L Schedules A Monitoring and Auditing
i Quotas 588 uotas

& Custom Access Policies @Schedules

ﬁ Acress Rules

URL Contral Lisk
&3 Monitoring and Auditing @

bt-WebFilter Management Console 4-1: Main Window
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Storage and Customer Options

This tab provides the customer with the ability to modify the storage location of the Storage.xml file. This
file contains group, user and URL Category information for the bt-WebFilter application.

License information is also stored on this tab. When you first install bt-WebFilter you are provided with a
temporary key and license that will allow you full functionality of the product for 30 days. When you
purchase the product from Burstek, you will be provided with your permanent licensing information.
Enter the information in this location.

The ‘Advanced’ button allows the user to configure e-mail alerts that will be sent should the actual

To Access the ‘Server Properties’ section:

1. Open the bt-WebFilter Management Console
2. Right click on the bt-WebFilter container object and select properties. A Window similar to Figure
18 will display.

bt-webFilter {(standalone version) (license expires in 36...J5

Frosy Options | Cache Dptions I E-bd ail Options
Storage and Customer Ophiong Replic:ation Options
—Storage

< Select file for security information storage. Use
E ‘Browsze' button

Storage Location:

|C:'\F'rogram Filez [#3E]%Burzt TechrologuhSharedStorage. @l

Browse... |

— Uzer Information

and license key can be obtained fram wour bt-Filter
vendor

Beaqistration Key:

Hame:

Licenze:

Advanced... Check
[iate of last URL Control List Download: 84172010

] I Cancel Apply Help

bt-WebFilter Management Console 4-2: Server Properties - Storage and Customer Options
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Advanced License Count Options

When purchasing bt-WebFilter, organizations make their purchase based on the number of Internet
unique IDs in their organization. When the number of unique IDs is exceeded, bt-WebFilter will not block
or filter users that exceed the licensed user count. You can setup bt-WebFilter to send Email notifications
if the licensed-user count is exceeded.

The ‘Advanced’ button allows the user to configure E-mail alerts that will be sent should the actual
number of users surpass the licensed number of users.

NOTE:

In order send alerts, you must configure the SMTP server information. Please refer to
the ‘Configuring E-Mail’ section for more information on this topic.

Advanced License Options

— Motification Delveny

Setup individualz who will receive naotification email if number
af actual users exceeds number of licensed uzers.

Name | Ehdail leszage

Change... | [elete |

] | Cancel I

bt-WebFilter Management Console 4-3: Advanced License Options - Notification Delivery

To add users or distribution groups for notification:

Click on the ‘Advanced’ button on the ‘Storage and Customer’

Click on the ‘Add’ button at the bottom of the ‘Advanced License Options’ window

Type the name and E-mail address of the person or group that you want to receive this type of
message. You may also customize the message text.
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Motification Recipient Options

— Motifization Recipient Options

E Setup name, email and [optional] meszage for individual
who will receive notification email if number of actual
uzers exceeds number of icensed users.

M ame: ||
E mail; |
Meszage: Mumber of actual unigue uzers exceed - I

number aof licenzed userz. bt-webFilker
accezs ez will be applied to <Your
License County users only, ‘Web acceszs wil
MOT be blacked far all ather uzers. Please
contact your btwebFilter product vendor ko
increaze the number of licenzed users,

=

| K I Cancel |

bt-WebFilter Management Console 4-4: Notification Recipient Options

Replication Options

The 'Replication’ option tab is used for adding additional bt-WebFilter servers that will receive changes
made to the ‘Master’ server to maintain synchronization. bt-WebFilter will only replicate when a change
has occurred on the ‘Master’ server such as Access Policy changes, Quota modification, Schedule
changes, changes to Category includes and excludes, etc.

The Master server should have all the replication partners, the ‘Slave’ servers should not have this tab
populated.

To setup Replication between two or more WebFilter servers:

1.
2.

o v kW

Open the bt-WebFilter Management Console.
Right click on the bt-WebFilter container object and select properties. A screen similar to the one
in figure 18 will appear.
Click on the 'Replication Options’ tab.
Click on the ‘Add’ button in the ‘Target bt-WebFilter Servers’ section.
Type in a descriptive name for the target WebFilter server and click *OK’
Set your replication choice.
a. Automatic Replication — bt-WebFilter will replicate whenever a change is made to the
server
b. Manual Replication — Replication will take place only when the ‘Replicate Now’ button is
pressed.
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bt-WebFilter {standalone version) {license expire... K ki
Proxy Optionz ] Cache Ophions ] E-Mail Optionz ]
Storage and Customer O ptions Replication Options

Tl Specify bt ebFilter URL Control List and settings
NI replication options.

Target bt-\»'ebFilter Servers

M ame

"WiebFilker Server - Branch 500
WehFilker Server - Branch 357
YWiebFilker Server - Branch 565
“WebFilker Server - Branch 762

Add... Change... Delete |

Replication kMode Options

f* Automatic replication
" Manual replication |

] | Cancel | Apply | Help |

bt-WebFilter Management Console 4-5: Replication Options

Target bt-WebFilter Server Properties H

Specify the target bt ebFilker zerver(z] to replicate the URL
g Cantral Lizt and ather zettings to.

T arget bt-wiebFilter server name:

|We|:-FiIter Server - Branch 450

k. Cancel

bt-WebFilter Management Console 4-6: Adding a Target server for Replication
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Proxy Options - bt-WebFilter Standalone only

When bt-WebFilter is installed in a standalone configuration it becomes your proxy server. As a proxy
server, there are several options that need to be configured for correct operation such as the port
settings, authentication, and logging. All of these can be found here.

The *Common Options’ section contains the ‘TCP port’ field where you can specify what port you want
the server to listen to requests on.

bt-WebFilter (standalone version] [license expire... EH

Storage and Customer Options ] Fieplication Options ]
Prosy Options I Cache Options ] E-Mail Options ]

Common Options
@ Specify common Prosy service parameters.

TCF part: | 2020

Authentication

[=H]] Specify user authentication pararmeters for Prosy
# FEIVICE,

v Aszk unauthenticated wzers for iIdenbification

[v B aszic with thiz damain;

|ENTEHF‘HISE Select domain...

v Integrated

Auditing
UALY S pecify auditing parameters for Prosy service.

[
v Enable logaging far Prosy service

Log file directony
|I::'~.F'rogram FileshBurst Technologyhbt-StandaloneFilter\Lao

Browsze...

LCreate a new file: |Dai|_l,I j

ak. | Caricel ‘ ‘ Help ‘

bt-WebFilter Management Console 4-7: Proxy Options Tab

The ‘Advanced TCP Port Options’ button will bring up the option for you to specify an alternate
outbound port other than 80.
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Advanced TCP Port Options E

IF Port Fonwarding

IF Port forwarding allows you to zpecify an Outbound [P
Port different from the default Paort number (30). Exter
wour customn Dutbound Paort below,

Outbound TCP part: [
0k | Cancel

bt-WebFilter Management Console 4-8: Advanced TCP Port Options

The ‘Authentication’ section allows you to specify whether your users need to authenticate with the

proxy server before they are allowed access. If you do not select users to authenticate, only anonymous
users will show up in the filter and proxy logs.

Ask unauthenticated users for identification — This requires authentication to the proxy server
and enables selection of one or both of the authentication options.
e Basic with this domain — This option allows the use of Active Directory accounts and groups

e Integrated — Allows pass-through of credentials from logged-in user to be used for
authenticating.

WARNING:

If you select to enable authentication but deselect both authentication types, then bt-WebFilter
will block all Web traffic. A warning message is displaying informing you of this possibility.

bt-WebFilter x|

' E The authentication options you have selected will result in all access being denied.
-

bt-WebFilter Management Console 4-9: Authentication Options Warning

To specify your domain, put a check mark in the ‘Basic with this domain’ option and click the ‘Select
Domain’ option. You should see your domain in the drop down.
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. Browse for Domain

The default ‘Windows domain uzed for Basic
Authentication is the local domain where the bt-w'ebFilter
iz active. If a default domain different to the local domain
iz required, enter details of this default damain.

:2-..|
| X |

Select the domain:

[=
| Cancel |

bt-WebFilter Management Console 4-10: Browse for Domain Dialog

The ‘Auditing’ section allows you to enable logging for all traffic going through the proxy server and
provides you with the ability to choose the location of the logs as well as how often a new log file should

be created. The available options are:

e Daily

o Weekly

e Monthly

o Yearly
NOTE:

If you do not enable logging, bt-WebFilter will not show any URL'’s under the ‘Monitoring and
Auditing’ objects Proxy Logs, Filter Logs, or any Filter Statistics for Users or Sites.

Cache Options

This tab is used to enable and manage the caching options for bt-WebFilter Standalone. To enable
caching, put a check mark in the ‘Enable Proxy caching’ option. You can then modify the storage location
as well as the storage size and memory usage for caching. You will also be able to manage caching age
based on minimum and maximum times as well as percentage of total cache age.

e Maximum Cache Storage Size (Mb): Setting this value will determine how much system storage
the application will use to maintain its cache files.
e Portion of free RAM to be used for caching (%): This value can be set to limit the impact of

caching on the proxy server.
e Cache only objects smaller than: Enabling this option provides more control over what is actually

cached. You can specify sizes in either MB or KB.

HTTP Options
o Default TTL (% of cache object age):
e  Minimum TTL:
e Maximum TTL:

FTP Options
o TTL:
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bt-WebFilter {(standalone version) (trial period expires i... & [EX

Storage and Customer Ophions I Replication Options
Prowy Optionz Cache Options | E-tal Options

v Enable Proxy caching

Some description of the caching feature and its
properties to be viewed and edited on this tab.

Cache Storage folder:
|C:\F‘rogram FilezhBurst Technologybt-StandaloneFilterCache

Browse... |
M arirmum Cache Storage size [Mb): I 1
Partion of free Rak to be used for caching [%]: I 10

[~ Cache only objects smaller than:

| 1 Me =
—HTTF Options
Defaulk TTL [% of cache object age]: I 1o
Finirnunn TTL: | 1 IMinutE$ j
M asimum TTL: | 1 IDa}m =l
— FTP Optionsg
TTL: I 1 IDa_IrIS j
Advanced... |
QK Cancel | Apply | Help |

bt-WebFilter Management Console 4-11: Cache Options Tab

Advanced Cache Options

Selecting this button allows you to set your cache retrieval and replacement options.
Retrieval Policy:

The Retrieval Policy determines how the Cache serves requests for objects contained in
its cache.

Return only valid objects:

= This option will return the objects in the cache if they are valid, otherwise it will
send the request to the destination server

Return existing objects:

= This option will return the cache object regardless of its status. This can help in
reducing bandwidth usage in larger environments
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Replacement Policy:

The Replacement Policy determines how stale objects are removed from the cache.
When selecting the Replacement Policy option, you determine priority between
bandwidth usage savings or servicing a greater # of requests.

» Bandwidth saving is more important
= Service greater number of requests is more important

Advanced Cache Options E

Retriegsal Palicy

Retrienal palicy determings how Prowy Cache serves user
- agentz requests for cached objects.

[f requested ohject iz in cache and iz valid, return it |f object iz
inwvald, route reguest to ongin server for valid object.
" Return existing objects.

[f requested ohject iz in cache, return it regardless of whether it
iz walid ar not.

Replacement Paolicy

Feplacement policy determines rules used for removing

% stale object from cache. Particular replacement policy may
moztly address bandwidth saving or erving areater
number of requests, depending on priority.

{+ Bandwidth zaving is more impartant

" Service greater number of requests is rmare important

ak. Cancel

bt-WebFilter Management Console 4-12: Advanced Cache Options

E-Mail Options

The *E-Mail Options’ tab provides the fields necessary for the administrator to configure the settings
needed by bt-WebFilter to communicate with a messaging system.

Email: The sending address that WebFilter is to use.
SMTP Server: The IP or Hostname of the E-mail server
SMTP Server requires authentication — Select this if your mail server requires you to login to send E-mail.

e Login:
e Password:
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Administrator Email: The person or distribution group that will receive alerts from bt-WebFilter

bt-WebFilter (standalone version] (license expire... EE

Storage and Custorner Options ] Fieplication Options ]
Prosy Options ] Cache Options i
E mail O phions

==y Setup parameters to enable natification emailing
= feature.

Email: |

SMTP Server: |

[~ SMTP Server requires authentication:

Loain: |

Password: |

Administratar Email: |

0k | Cancel Help

bt-WebFilter Management Console 4-13: E-Mail Options Tab

URL Control List

The URL Control List is at the center of all Burstek’s products and contains over 60 predefined categories.
URL’s are added to individual categories based on their content and then those categories are applied to
individual access policies to control and monitor access. Users can create their own set of Categories in
this list by selecting ‘New’ from the context menu. There is no limit on the number of additional custom
Categories that can be created.

To view and/or modify the Control List:

1. Open the Management Console
2. Expand the '+’ sign next to the ‘URL Control List’ Container
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<. bt-WebFilter

File  Action Wew Help
& B &2 9
[ﬁ?_ bt-webFilter {standalone wersion) (ice | | URL
=4 URL Control List —
+- % Ads/Banners
+- s Anonymizers
+ - Burstek
+ - Business Services
+ - Chat
+ - Communications
- Computer/Internet b
- @" Included
% Own URLs
-1 % Excluded
% Own URLs
+- % Content Delivery Servers
+- % Criminal Skills
+- % Culks & Ocoult
+- % Dining/Restaurants
+- % Drugsf/dlcohal/Tobacco
+- % Education
% Email
Entertainment
Extreme & Yiolence

%
%
% File Sharing
&
&

File Tvpes
Financial

F B FarormeiNise zsinne Jﬂ
4 »

+
+
+
+
+
+

bt-WebFilter Management Console 4-14: WebFilter’s Control List

3. Find the Category that you want to modify and either right click and select ‘Properties’ or click
the ‘+' next to the category to display the ‘Included’ and ‘Excluded’ URL objects.

NOTE:
Selecting ‘Properties’ will bring up a window that will allow you to modify the
Category Description, Included URL’s, Excluded URL’s, and the Category Name.

WARNING:

If you rename a default Category, the next Control List update will add the category
back in and you will have a duplicate item; however, no entries on the ‘Exclusion’ or
‘Inclusion’ tabs will be overwritten. Always create new custom access policies instead
of attempting to rename the defaults.
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ComputerfInternet Properties HE

| Included URLs | Excluded URLs |

@ Ernter a unigue category name and dezcription,

Lategon Mame:

[Computer/Intemet

Categon Description:

Advanced...

0k | Cancel Help

bt-WebFilter Management Console 4-15: URL Control List Category Properties

Common Information
° Category Name:
° Category Description:

Advanced Category Options — This option allows you to use a custom redirect page that may allow users
to continue to a Webpage normally; however, if this option is checked, the users would still be denied.

Advanced Category Options E
@ Setup advanced options for the categon

| Dizable Proceed to the blocked URLAeb site’
functionality for the category

Cancel

bt-WebFilter Management Console 4-16: Advanced Category Options
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Included URL’s

The ‘Included URLs’ tab is used to identify Websites that WILL explicitly belong to the category.

ComputerfInternet Properties H H
Common Information  Inecluded URLs l Excluded UHLS]

+ MOTE: Included URLz are thoge which explicity
belong to the categan.

URL | Member Of |

EZ URL Properties E

* Specify URL value. URL can include wildcards. An asterisk
muzt be inzerted before and after the URL mask.

URL Walue [example: “wiww, burstek, com?);

| Canicel

QK ‘ Cahczel | ‘ Help |

bt-WebFilter Management Console 4-17: Included URL's Tab

Excluded URL’s

The ‘Excluded URLs’ tab is used to identify Websites that WILL NOT explicitly belong to the category.
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ComputerfInternet Properties H E

Comman Infarmation l Included URLs  Excluded URLs l

= MOTE: Excluded URLs are thoze which explicity
do not belong to the categary.

URL | Member OF |

EZ URL Properties E

* Specify URL value. URL can include wildcards. An asterisk
LT must be inzerted before and after the URL mask.

URL %alue [example: “wana. burgtel, com®):

| Caticel

dd. | ‘

kK ‘ Canzel | ‘ Help |

bt-WebFilter Management Console 4-18: Excluded URL's Tab

Importing Categories

Burstek updates its URL Control List several times a day and bt-WebFilter allows you to manually import
these updates or setup a schedule that will allow for automatic download and import.

To access this feature, from the Management Interface, right click on the ‘URL Control List’ category and

select ‘Import.’
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. bt-WebFilter

File  Action  View Help
& B 2|+ 54

QP,E_ bt-webFilker (standalone version) (license ex)
0

Import, ..

it Categor
Schedul
+-§88 Quakas

L Mew 3
&8 Custom
+ ﬁ.ﬂ.ccessl Wig 4
+1-C3e Monitari
X Refresh
E:xport List...
Help

bt-WebFilter Management Console 4-19: Importing Category Information

The ‘Import of Categories’ property window will be displayed.

Common Information Tab

This tab contains the fields used to specify where to get the updates and what to do with them. You may
download the file manually and save to a specific location to be used at a later time or you can configure
bt-WebFilter to download and install them automatically.

Automatic Updates

This tab allows you to specify when and how often bt-WebFilter will check for updates and allows you to
disable the option completely if desired.
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amman Infarmation (| Automatic Updates

ﬁ |Updated Caontrol Lists are available wia ‘Wiae'

Flease select the appropriate option.

(¢ Check for updates via Internet

Wwhorld wide “Web Location:
|http:a’.n"www.burstek.comx’releasex’w‘r

+ Download and accept updates immediately

(" Download and save updates to local path

" Import updates from local path

Import File;

0K ‘ Cancel ‘ Help |

bt-WebFilter Management Console 4-20: Import of Categories - Common Information

The ‘Run Automatic Updates as’ option is used when you have an upstream device that requires users to

authenticate prior to allowing Internet access.

E5 Import Of Categories

Cornman Infarmation
v Enable Autornatic pdates option
B3 Setup the frequency of automatic URL Contral List
() updates.
Automatically download and accept updates

A 1500

(" Ewery day

™ Ewery week on |

Ll Led

{« Ewery month on |1

Erom the following URL:

hitps /A burstek, com/release/vd

Run Automatic Updates as
Lagin: |

Pazsword: |

Advanced...

0k ‘ Cancel ‘ Help |

bt-WebFilter Management Console 4-21: Import of Categories - Automatic Updates
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The ‘Advanced’ button brings up the ‘URL Control List Update Notification Setup’ options. Here you can
select who will be notified of a successful or a failed download allowing prompt action to be taken to

resolve the issue.

URL Control List Update Notifications Setup E

Motification D elivery

Setup individuals who will receive notification email on LRL
Contral List Auto Update complete

Hame EMail

[ Enable notifications on URL Cortral List Auto Dawnload failure

[7 Enable notifications on AL Contral List Auta Download succeed

(14 Cancel

bt-WebFilter Management Console 4-22: URL Control List Notifications Setup

Clicking ‘OK’ when exiting this section of the interface will prompt you to ‘Download updates
immediately.’ If just want this to occur during the schedule that you created click ‘No.” However, if you
want to verify that the updates will run correctly, click ‘Yes’ to test.

bt-WebFilter %]

5 | ) ) )
\‘_..\r/ Do wou wish b downlaad updates immediakel?

|

bt-WebFilter Management Console 4-23: Immediate Update Confirmation

Category Lookup

The ‘Category Lookup’ container gives you the option to check any URL to determine its category. This

allows you to modify the existing categories.
To lookup a URL:

1. Right Click on ‘Category Lookup’ on the left side of the Management Window.
2. Select ‘Category Lookup’ from the option window that appears.
3. Type in or copy and paste the URL to be checked into the URL field and click ‘Lookup’

The lookup will then respond with the results of its search of categories that the URL matches.
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Category Lookup n
e the input field below to type in an URL to be
; examined against URL Control List. Lo
LCloge
Help

URL: |https:£a’secure. logmein, com

Category Lookup Results

bt-WebFilter Management Console 4-24: Category Lookup

Schedules

Schedules are used to determine when a restriction or permission on a specific category or URL should
be in effect. Using the bt-WebFilter Scheduling properties, you can create templates to assign Internet
access policies to different user groups as well as selecting the day(s) of the week and the time of day
(24 hour clock) to activate or deactivate the policy.

For example, if you wanted to block all access to the Internet except for certain allowed business sites
during normal working hours but wanted to allow access to a few extra sites during lunch hours, you
would create a ‘Lunch Hour’ schedule and make it active only for the lunch period. You would then add
this schedule to the permission type Individual Access Policies allow tab for the specific Categories and
or URL(s) to permit access.

NOTE:
If you choose to make the schedule an ‘Inactive’ policy in this example, it would have
the opposite effect of allowing access to the sites except during the lunch hour.

To create a new Schedule:

1. Right click on the ‘Schedules’ container and select ‘New’ then ‘Schedule’
2. Type a name and a description for your new schedule
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Business Hours Properties HE

] Properties ]

@ Enter a unigue schedule name and description,

Mame:

|Business Hours

Dregcription:

To be uszed for policiez reguinng & 8 hour 5 day a week schedule. J
Schedule will be ACTIVE during thiz penod.

0k | Cancel Help

bt-WebFilter Management Console 4-25: Custom Schedule - Common Information Tab

3. Click the ‘Properties’ tab

4. Select the time increments that you want to use

5. Drag your curser over the hours that you want to effect and choose the appropriate type
(Active, Inactive)
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Business Hours Properties

Common Information PfDDEflIES]

Select day(z] of the week and time of day [24 hour clock] to activate blacking.
Uze the Shift and Contral keps with the keyboard arromws to select multiple
times. Alzo, the complete day and hour can be selected by clicking on the day
or the button above the particular howr,

3‘3 141618 *

A

Monday :r
Tuesday
Wednesday
Thurzday

Friday

Saturday

Sunday

l ¥ Achive &+ One-hour increments

|_ ™ Inactive " Half-hour increments

Ok, | Cancel Help

bt-WebFilter Management Console 4-26: Custom Schedule - Properties Tab

6. Click ‘Apply’ then ‘OK’

Quotas

bt-WebfFilter allows you to create Quotas to limit time spent on a single Website, Category or a group of
Categories; or limit overall bandwidth use. Quotas may be applied to a group or an individual within your

organization.

Quota properties

The Quota properties window has the following options:

1. Name of the Quota

2. Period Of Validity — Specifies when the quota should reset its usage data

e Daily
o  Weekly
e Monthly
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3. Severity

e Strict — when the quota limit is reached, access will be denied for the objects governed by
the quota

e Lite — when the quota limit is reached, access will be granted but logs will be generated for
the objects governed by the quota.
4. Bandwidth Limit (KB)

5. Time Limit (min)

New Quota 1 Properties

% Specify common information for the quaota

Name: INew Quota 1

— Penod OF Y aldity
" Daily
 weekly
= Monthly

— Severity

¥ Strict [access denied when quota reached)
 Lite [access allowed - logs generated)

Bandwidth Limit [KB]: | o

Tirme Lirmit [rirt): | 0

ak I Cancel Spply Help

bt-WebFilter Management Console 4-27: Quota Properties Window

A quota is assigned to ‘Individual Access Policies’ (see the ‘Custom Access Policies section’) and the
categories that you want the Quota to apply to. Multiple quotas can be added to the same Individual
Access Policy and be applied to different categories. For example, if you want to have a Time based
guota for the ‘Chat’ category and a ‘Bandwidth’ based quota for the ‘Streaming Audio’ and ‘Streaming
Media categories, all you would need to do is create the individual quotas and assign them to the
Individual Access Policy. (See Figure 43)
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bt-WebFilter
Default Custom Access Policy Properties H
Carnrnon Infarmation I Allows I Deny Apply Ta I E xermptions I
Specify the Categonies/JR Lz allowed for thiz Custom Access
f Palicy with your zelected Quotals).
tHame | Type | Schedule | Cuata
P Chat Category 2457 B0 Minu
%‘ Streaming Audio Categorn 2T 100 MB
@? Strearning Media Cateqgorny 2T 100 MB
1| | ~
Add.. | Change... I Delete |

ok I Cancel | Spply | Help |

bt-WebFilter Management Console 4-28: Quota's Applied to Categories

At anytime, you can view the status of users and how their surfing habits are having an effect on the

guota. You can also reset the user’s quota usage if needed.
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bt-WebFilter M= 3
B &ton Yen b '
= O EPR @ AP
fm-‘#&ile (srandalone version) (tnad period ex Aceess Obect ©
% 9 URL ConbrolLit =
Category Lochup
Schaddes
- §H Quotes

100 M Limk:
£0 Mirnkes Lest

B9 Custom Acoess Polcws
3 @F Access Rubm
Gl Morkoeing and Audking

| Schacie | Vv | Currene Bandwe. . | Currenk Tme (mny |

i e ENTERPRISE\Testl) ?

P — 21!

bt-WebFilter Management Console 4-29: Quota Usage per Access Object
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Custom Access Policies

The bt-WebFilter program allows the Administrator to create custom Access Policies and apply the
policies to domain groups or IP ranges. While the URL Control List is the heart of the application, the
Individual Access Policies are the brain. The Individual Access Policies are the logic that makes the
determination on what type of access, who gets access, where do they have access to, what restrictions
or permissions come in to play, etc.

You can set a single Individual Access Policy for your entire organization or you can create an Access
Policy for each Department, Security Group, or IP address Range. Figure 45 shows several Individual
Access Policies representing multiple departments within a company and a ‘Default Custom Access Policy’
that can be applied to all users of bt-WebFilter.

“ bt-WebFilter

File  Action  Wiew Help

2 D RER[2[FFE £P

[i,'.? bt-w'ebFilker {standalone wersion (trial period ex | Name ¢

URL Control List @?Default uskom Access Policy
# Category Lookup & s ales Palicy

> Schedules &0 Marketing Palicy

'"EEE Quotas & Executive Policy

@_':; Cuskom Access Policies @._l; Praduction Policy

fﬁ Access Rules
[+ Monitoring and Auditing

bt-WebFilter Management Console 4-30: Custom Access Policy Container

An Individual Access Policy contains six tabs to allow you to configure for your environment and
understanding what each one provides you will help you configure bt-WebFilter to provide the best
possible operation to your organization.

Common Information
Allow

Deny

Quotas

Apply To

Exemptions

oV wnN PR
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Default Custom Access Policy Propetties EHE3

| Allow I Deny I E!uotasl Apply TDI E:-temptinnsl

@ Enter a unique custom access policy narme.

Mame:

IDefauIt Cuztom Acceszs Policy

—Rediract
[ Enter the URL where users are redirected if access iz denied.
MOTE: The full URL path iz required [i.e. http: /e, ete. ],

Bedirect URL:

Advanced Redirect Page Options... |

Individual docess Policy Tepe.. |

1] I Cancel Lpply Help

bt-WebFilter Management Console 4-31: Individual Custom Acces Policy - Common Tab

Common Information

This tab provides you with the options of naming your policy, assigning a specific Redirect URL that will
affect just this policy, as well as the type of policy that will be used.

If you click on the ‘Individual Access Policy Type’ you will be presented with four options

e Default Policy — As the name suggests, this is the default configuration for the Individual Policy
and it takes on whatever policy type you have set in the ‘Global Access Policy’ (See ‘Access
Rules’).

e Permission Policy — This policy is similar to an implied DENY. It will deny all URL access unless
specifically allowed. Only the ‘Allow’ tab is used with this policy type.

e Restriction Policy — This policy type is similar to an Explicit deny. It will ALLOW all URL access
unless specifically denied. Only the ‘Deny’ tab is used with this policy type.

e Combination Policy — This policy type functions as a permission policy but uses both the ‘Deny’
and ‘Allow’ tabs. By default, this policy functions initially as a Permission policy in that all Web
access is prohibited until specifically allowed but also allows for the use of the Deny tab to
further restrict an allowed category. A policy of this type would be used to restrict users to a
certain portion of a website. For example, the shipping department may need access only the
section of a website concerned with shipping and receiving activities.
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Individual Access Policy Type Properties

—&cecess Policy Tupe Properties

» Specify Access Policy Type to be applied to the selected users.

‘With this selection, bt-webFilter's global Access Policy
Type will be applied.

" 'Permission’ policy
‘wiith this selection, uzers have MO Intemet access unless
Permissions have been specified.

{~ 'Restriction’ policy
‘wlith this selection, users have UMLIMITED Internet access unless
Restrictions have been specified.

" 'Combination' palicy
Wwiith this selection, uzers have MO Intemet access unless
Permissions or Restrictions have been specified.

oK I Cancel

bt-WebFilter Management Console 4-32: Individual Access Policy Type Properties

The ‘Advanced Redirect Page Options’ allows you to define how to handle blocked websites and for how
long access should be provided if the user is allowed to continue.

Advanced Redirect Page Options

Specify time frame value for keeping *#eb site opened
when using 'Proceed to the blocked “Wehb site' option

Froceed To The Blocked 'Web Site Timeout:
Default 1 hourfs]i
(" Custam: | 1 hours]

= Urilirnited

ak. I Cahcel

bt-WebFilter Management Console 4-33: Advanced Redirect Page Options

Allow and Deny Tab

If you are using a ‘Permission Policy Type’, the ‘Allow’ tab is where you can add the URL’s and/or
categories that you want to provide access to. Click the ‘Add’ button to bring up the ‘Access Object
Properties’ page.

If you are using a ‘Restriction Policy Type’, the ‘Deny’ tab is where you can add the URL’s and/or
Categories that you want to restrict access to. Click the ‘Add’ button to bring up the ‘Access Object
Properties’ page.

Regardless of the Policy Type chosen, the individual tabs used to configure them will function the same.
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Default Custom Access Policy Properties E3

Comman Information Allow |Den_l,J I Buotasl Apply TDI Er:emptionsl

Specifty categones, URLs allowed for thiz custom
ﬁ access policy.

Marne | Type | Schedule |

ak I Cancel | Apply | Help |

bt-WebFilter Management Console 4-34: Access Policy Properties - Allow Tab
Allow and Deny Tab - Access Object Properties
Common Information (Figure 4-35)

e (Category — use this option to set Categories on the ‘Details’ tab
o URL —use this option to set URL(s) on the ‘Details’ tab

Details

Depending on the option selected on the ‘Common Information’ tab the ‘Details’ a window will display
different selection options.

If the ‘Category’ option is selected, you will be presented with a list of Categories configured within
WebFilter. These include both the default Categories as well as any custom Categories that you have
created.

If the ‘URL’ option is selected, you will be presented with a URL box to enter your information. You can
enter a full URL or a URL mask. To separate multiple URL’s and/or Masks, use a ‘;’ between entries.)
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m Access Object Properties E |

| Details I Schedulel
—Accesz Object Tupe

{+ Categony

If thiz option iz selected cateqary detailz will be configured

 URL

If thiz option iz selected URL detailz will be configured

0k Cancel Apply

bt-WebFilter Management Console 4-35: Access Object Properties - Common Information
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o Access Object Properties E I

Carmmon Information | Schedulel

@ Select one or mare categories.

Categon Mame:

[ Anorymizers
[ Burstek
[] Buginess Services

[[] Chat

[[] Communications

] Camputer/nternet

[] Content Deliveny Servers
[] Criminal Skillz

] Cualez % Oceult

[] Dining/Restaurants

] Drugzalechal/Tobacco
[ Education

[ Email

[] Entertainment

[] Estreme & Wiolence

["1 File Sharing

[1File Types

1 Financial

] Foums/Discuzzions ;I

ar, Cancel | Apply |

bt-WebFilter Management Console 4-36: Access Object Properties - Details Category Selection
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o Access Object Properties

Comman Information  Details | Schedulel

* Enter URL[z] to be Allowed or Denied.

URLIz) I*.sumewehsite. comd*;*/fzomewebsite. com

0k I Cancel Apply

bt-WebFilter Management Console 4-37: Access Object Properties - Details URL Selection

Schedule Tab

Here is where you will set any schedule that you have previously defined. The Schedule entered here
will effect only those URL(s) or Categories that you have listed on the ‘Details’ tab.

Once you select your schedule, you will see the description (if entered) as well as the Active/Inactive
times for the schedule. (See Figure 53)

NOTE:

You are unable to modify Schedules directly at this location. If you wish to change the
properties of a Schedule, you must do so on the Schedule itself in the ‘Schedules’
container.

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 67



bt-WebFilter

Users Guide

m Access Object Properties E

Commonlnformationl Details SChEdU|B|

Description:

All

G} Select unique zchedule name.

Schedule Mame: I DT j

24 hours a day £ 7 daps & week

8 c10=12°14 =16 =18=20= 22~

Manday
Tuezday
Wiednesday
Thursday
Friday
Saturday

Sunday

l Active I_ Inactive

Q. | Cancel Apply

bt-WebFilter Management Console 4-38: Access Object Properties - Schedule Selection

Quotas

This tab allows you to assign quotas to the Individual Access Policy. When you click ‘Add’ an ‘Access
Object Properties’ page will appear similar to the one for the ‘Allow’ and ‘Deny’ tabs except there will
also be a ‘Quota’ tab. All other tabs work the same way as previously described; however, you can now
specify a Quota to be assigned to your selections.

As with the ‘Schedule’ tab, once you select a quota most of the information will be unavailable for
modification. If you need to change the Quota you will need to return to the "Quotas’ container and
make the appropriate object changes.

WARNING:

Modifying a Quota that is part of several Individual Access Policies may result in

unexpected results since the change would apply to all of the configured policies. It
may be easier to create quotas based on the actual Individual Access Policy to which

they are applied.
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Quota Applying Method

e Same quota for each NT group user — Each user will have their own quota limits.

e Single quota for whole NT group — Each user will share quota limits.

Default Custom Access Policy Properties 7|
Common Information I Al I Deny Quotas | Apply To I Exemptions I
Specify the Categonies/JRLs allowed for thiz Cuztom Asccess
‘ Palicy with your selected Quatals].
Marne | Type | Scheduls | (uata
P Chat Cateqory 247 B0 Minu
£ Streaming Audio Categary 2417 100 MB
P Streaming Media Categary 2417 100 MB
< | |
Add.. LChange. . | Delete |
(1] | Carcel | Apply | Help |

bt-WebFilter Management Console 4-39: Access Policy Quota Tab
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o Access Object Properties

Enmmonlnformationl Delailsl Schedule Guntal

ﬁ Select quota and specify how it will be applied to access object.

~ Buota: {100 MB Linit =5
Period OF % alidity: Draily
Severity: Shict [access denied when quota reached)
Bandwidth Limit (KB} | 10z 400
Tirne Lirmit [min]: I )

— Guata Applving Methad
£ ame quata for each M1 qroun uses
7~ Single quata for whale MT group

k. I Cancel Apply

bt-WebFilter Management Console 4-40: Access Object Properties - Quota's Tab

Apply To and Exemptions Tabs

The ‘Apply To’ and ‘Exemptions’ tabs are where the groups and users are set that will be affected by the
Individual Access Policy. Clicking on the ‘Add Groups’ option will bring up the ‘Select Groups’ window
allowing you to enter group names.

NOTE:

To be able to add an individual user name to the ‘Apply To’ or ‘Exemptions’ tab, you
must first add the user under the ‘Access Rule’ for the domain. (See ‘Access Rules’ for
more information regarding this.

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 70



bt-WebFilter Users Guide

Default Custom Access Policy Properties EE

Commnnlnformationl Al I Deny I Quatas  Apple To IEHemptionsl

Select domain groups or IP ranges to which cunrent
Cuztom Access Policy will be applied.

Domnain Group or IP Range |
EMTERPRISENT estl
Unauthenticated docess

u]% I Cancel Apply Help

bt-WebFilter Management Console 4-41: Custom Access Policy - Apply To Tab

Select Groups EH

Select thiz abject tppe:

IGrouDs Object Types. ..

From thiz location:

'Enterpnse .com Locations...

Enter the object names to select (examples):
[ Lheck Mames

i

Advanced.. | ] I Cancel |

4

bt-WebFilter Management Console 4-42: Custom Access Policy - Select Groups
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Access Rules

The ‘Access Rules’ container is where the administrator can add domains, IP address, set the Global
Access Policy, and allow you set the default ‘Advanced Redirect Page Options.’

The ‘Global Access Policy Type’ is the same as the ‘Individual Access Policy Types’ except that it applies
to all objects that are set to ‘Default Policy.’ If you have an ‘Individual Access Policy’ that has the
‘Default’ policy type selected, this setting determines how the policy will react.

e Default Policy — As the name suggests, this is the default configuration for the Individual Policy
and it takes on whatever policy type you have set in the ‘Global Access Policy’ (See ‘Access
Rules’).

e Permission Policy — This policy is similar to an implied DENY. It will deny all URL access unless
specifically allowed. Only the ‘Allow’ tab is used with the policy type.

e Restriction Policy — This policy type is similar to an Explicit deny. It will ALLOW all URL access
unless specifically denied. Only the ‘Deny’ tab is used with this policy type.

e Combination Policy — This policy type functions as a permission policy but uses both the ‘Deny
and ‘Allow’ tabs. A policy of this type would be used to restrict users to a certain portion of a
website. For example, the shipping department may need access only the section of a website

7

concerned with shipping and receiving activities.
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Access Rules Properties E

Cormon Infarmation |

—Access Policy Type

Specify access palicy type to be uzed in bt ebFilter systerm,
ﬁ Accesz policy Type iz applied to all domains registered in the
system.

= 'Permission’ palicy
With thiz zelaction, MO users have Intermet access unlass
Permizzions have been specified.

{* 'Bestriction' policy
With this selection, ALL users have UNLIMITED Intermet access
unlezz Restrictionz have been specified,

= 'Combination’ policy

With this selection, NO users have Internet access unlass
Permizzions or Festictions have been specified.

; &dvanced Redirect Page Options... I

Ok I Cancel Lpply Help

bt-WebFilter Management Console 4-43: Access Rule Properties

To access the ‘Global Access Policy,’ right click on the ‘Access Rules’ container and select ‘Properties.
From this context menu, you can also register your domain to allow bt-WebFilter to use Active Directory
accounts in its policies.

2 bt-WebFilter

File  Action Wiew Help

e | BEFBRB 2| HH| L
Q?,,f'_ bt-webFilter (standalone version) (trial period expires in 29 day(s)) - BT
[H-#% URL Control List
-{4% Category Lookup
Schedules
-4 Quotas
- 100 MB Limit

“-FF 60 Minutes Lirmit
‘@._:; Custom Access Policies

ETL Register Domain, ..

@ I Wiew 3
B
Refresh
Export List...

Properties
Help

bt-WebFilter Management Console 4-44: bt-WebFilter Access Rules Menu Options
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=1 Register Domain E |

Specify the domain name for bE-w/ebFilter,
Dromain must be reqistered before appling access ez
o groups.

BReaqister thiz Domair:
| 1 I~
] I Cancel |

bt-WebFilter Management Console 4-45: Domain Registration
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Domain Properties

The properties page for you domain has four tabs.

e Common Information — This tab allows you to specify a ‘Redirect URL’ for the entire domain.
This would be the default redirect but you can override this on the Individual Access Policies.

e  Full Access Users — This tab will allow you to specify users that will have full access to any
website and/or category. Users on this tab will be exempt from all policies even if they are
added on the ‘Apply To’ tabs for Individual Access Policies.

e No Access Users — This tab is will allow you to specify users that will have NO access to any
website and/or category. Users on this tab will be exempt from all policies even if they are
added on the ‘Apply To’ tabs for Individual Access Policies.

e Individual Rights — This tab will allow you to specify users that you would wish to add
independently to an Individual Access Policy instead of via group membership. Users entered
into this tab will be displayed on the ‘Apply To’ tab on each Individual Access Policy.

ENTERPRISE Properties E

| Full Azcess Users | Mo dccess Users | Individual Rights |

Egi ENTERFRISE

— Redirect

Enter the URL where uzers are redirected if access iz denied.
MOTE: The full URL path is required [i.e. bitpos A, et

Redirect URL:
|http: Ao burstek com/PalicyPage. azp

Advanced Redirect Page Options.

ok I Cancel Apply Help

bt-WebFilter Management Console 4-46: Access Rule Domain Properties '‘Common Information' Tab
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ENTERPRISE Properties EH

Common Information  Full Access Users | Mo &ccess Usersl Individual Hightsl

Enter uzers who are to have full Internet access.
Mote: Thiz overides all restrictions.

| Mame | Description |
g? Errest. Phillips [Ernest Philipz]

Edit... | Delete |

ar. I Cancel | Apply | Help |

bt-WebFilter Management Console 4-47: Access Rule Domain Properties 'Full Access Users' Tab
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ENTERPRISE Properties E

Commar [nformnation I Full Access Users Individual Rights I
Enter users who are denied Interet access.
Hote: Thiz overides all permizzions.
Mame | D ezcription |
add. [ Em. | e |
QK I Cancel I Apply | Help |

bt-WebFilter Management Console 4-48: Access Rule Domain Properties 'No Access Users' Tab

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 77



bt-WebFilter Users Guide

ENTERPRISE Properties E

Commari Infnrmationl Full &ccess U$ers| Mo Access Users  Individual Rights |

Enter ugers who will have individual access permizzions
configured. Hate: Individual access permiszions are at the zame
priority az domain group or [P range access permissions.

1 | |

Add. . | Edit... | Bemove |

0K I Cancel | Apply | Help |

bt-WebFilter Management Console 4-49: Access Rule Domain Properties 'Individual Rights' Tab

The ‘Individual Rights’ tab provides you with additional information regarding the user. This will allow
for more granular control of users and allows you to set Custom Access Policy type settings on a per user
basis. All of the options that effect ‘Individual Access Policies’ can be applied here.

e Common Information

e Allow Tab
e DenyTab
e (Quotas

e Custom Access Policies

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 78



bt-WebFilter Users Guide

Tom.5Smith Individual Properties E3

¢ Common Infarmation ;

.&Ilnwl Denyl Guokas I Cuztomn Access Policies I

ENTERPRISEST o, Smith
Tom Smith

Individual Access Policy Type..

ak. Cahicel Help

bt-WebFilter Management Console 4-50: Access Rule Individual User Rights Properties

Once you register your domain, you will be able to view the list of Active Directory groups in your
organization by expanding the domain container. You can then select the group properties and modify it
directly to exempt users from any bt-WebFilter policies already applied to it.

e Common Information — On this tab you can set the exemptions for any of the group’s users.
Exempting a user from the group will prevent any policies that the group is a member of from
being applied. You can view all the members of the group by simply clicking on the ‘Display
Group Members’ button.

e Custom Access Policies — On this tab you can view all of the Individual Access Policies that the
group is a member of.
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Sales Properties EHE

Cormman Infarmation | Custom Access Policies I

éi Sales

— Group memberzhip

Mame | Dezcription |
2 Emest Phillips (Emest Phillips]

2 Mildred.Brown [Mildred Brawn]

® Richard Resd [Richard Reed]

@® Tom Smith [Tom Smith)

Group Exemphions... | | Dizplay Group Members I

QK Cancel Apply Help

bt-WebFilter Management Console 4-51: Access Rule Domain Group Properties 'Common Information' Tab

Group Exemptions

— Group Exemptions

Yiew or edit list of exemptions from all access
fules setup for this group.

Description

Add... | Change... | Delete |

Ok I Cancel |

bt-WebFilter Management Console 4-52: Access Rule Domain Group Properties 'Group Exemptions'
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Sales Properties EHE3

Common Information | Custom Access Policies I

Wigw Cuztom Access Policies applied to the NT Group. To edit the
zelection, please uze Custom Access Policy Properties dialog box.

Cuztom Access Policy |
O Default Custom Access Policy

O Executive Palicy

O tarketing Palicy

O Froduction Policy

Sales Policy

0K I Cancel Apply Help

bt-WebFilter Management Console 4-53: Access Rule Domain Group Properties 'Custom Access Policies'

IP Ranges

‘IP Range Access Rules’ work very similar to ‘Domain Access Rules’ and have many of the same

configuration tabs.

Selecting the properties of the ‘IP Ranges’ Access Rules container will display a window like figure 4-54.
Here you can set the same information that you would under the ‘Domain Access Rule’. Instead of an
‘Individual User Rights’ tab, there is a ‘Personal Quotas’ tab.

7’

Personal Quotas — This tab allows you select a Quota for each IP address that you add to the ‘IP Address
list. You can also add multiple Quotas for the same IP address.

When you register an IP Range, you modify the properties of the range the same as you would the
‘Domain Properties.’ You can register a single IP or multiple IP’s depending on the requirements of your
environment. Just like with a DHCP scope, you can add the entire range that you want to work with,
then use the ‘IP Range Exemptions’ button to exclude addresses that should not be included.
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Unauthenticated Access

This ‘Access Rule’ is used to control how users that do not authenticate to bt-WebFilter (or ISA) should
be handled. The ‘Unauthenticated Access’ rule has the same configuration options as the previously
mentioned Access Rules.

NOTE:

When using bt-WebFilter Plug-in, ISA will handle the authentication of users. bt-
WebFilter only uses the Domain User name or IP to determine what access the user
should then have.

IP Ranges Properties

| Full Access [Ps I Mo Access Ps I Perzonal Quotas I

@ IF Ranges

— Rediract

Enter the URL where IPs are redirected if access i denied.
MOTE: The full URL path iz required [i.e. hitp:/duans, et ],

Bedirect LIRL:
hittp: /A, burstel, com/PolicpPage. asp

Advanced Redirect Page Options...

OF. I Cancel Apply Help

bt-WebFilter Management Console 4-54: IP Range Properties Page
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IP Ranges Properties EHE:
Eommonlnfnlmationl FuII.t’-'«ccessIF'sI Mo Access IPs Persnnalﬁlunta
g Single P addreszes that have personal quotas defined.
Mame | Quota I
®192162.1.10 100 B Limit
Add. . | Edit... | Bemove |
0K I Cancel | Apply | Help |
bt-WebFilter Management Console 4-55: IP Range Properties Page 'Personal Quotas' Tab
- Personal Quota Properties
Select quota and list of IP Addreszes for which Internet
@ access should be fimited,
—_D_uota:-l j—
Period OF W alidity:
Severity:
B anduwidth Limit (KE]: | o
Tine: Lirnit [mir]: | o
—IP &ddieszes
IP Address |
Edit.... | Hemove |
(K | Cancel | Help |
bt-WebFilter Management Console 4-56: IP Range 'Person Quota Properties' Page
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192.168.1.1-192.168.1.255 Properties EH

Carnrmon Infarmation |Allnw | Deny | Guotasl Custom Acocess F'u:uliciesl

Y 19216811192 168.1.255

|P Ranage Limits

Fram: I 19z . o188 . 1 . A

Ta: | 19z . 188 . 1 . 2855
1P Range Exemptions. .. I

Individual Access Policy Tvpe. |

0K I Cancel Apply Helm

bt-WebFilter Management Console 4-57: IP Range Scope Propeties Page

Monitoring and Auditing

bt-WebFilter has a built in monitoring and auditing feature with of the following sections:

e Proxy Logs (bt-WebFilter Standalone only)
e Filter Logs

e  Filter User Statistics

e  Filter Site Statistics

The properties of the ‘Monitoring and Auditing’ container provides you the option of enabling logging,
setting log file size and retention, and setting the Log File Directory. You can also filter the events that
you see by date, category, and/or user.

El@ Monitaring and Auditing
: Prozy Logs
Wi Filker Logs
i--1f3% Filker User Statiskics
.. E&2 Filker Site Statistics

Copyright © Burst Technology, Inc., 2013. All rights reserved Page 84



bt-WebFilter Users Guide

Monitoring and Auditing Properties

Set the laog file parameters below. The log file
shores infarmation abaut user attempts o viclate
Permizzian or Festriction policies.

Mote: & zetting of zero will not limit the size of the
log file o itz expiration.

Marimal Log File Size: 0 ﬁ MB

M arimal Log File Lifetinme: I 0 :Il dayz)

Log File Directony:

|E:\F‘mglam FileshBurst Technology'bt-5tandaloneFilterLog

Browse... |

0k I Cancel Apply Help

bt-WebFilter Management Console 4-58: Monitoring and Auditing Properties 'Filter Logging' Tab
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Monitering and Auditing Properties

Filker Loggitg §

Set the auditing filter parameters below. The
auditing filter alloves you to chooze which logged
events bo view,

Erom: [First Event =l |ss32m0 ]
Lot Last Event =] fas3emo -]
LCategony: I [all] j

User: I[a||] j

[~ Display local time for prosy logs

0K I Cancel Apply Help

bt-WebFilter Management Console 4-59: Monitoring and Auditing Properties 'Viewing' Tab
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