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Does URL show in 
Proxy Log?

Does URL show in 
Filter Log?

Does this occur in 
WFSA or WFISA?

Configure Browser to use 
proxy server

WFSA

WFISAYES

NO

YES

Unable to access URL or 
Page does not display 

properly

Check for Blocks in ISANoDoes URL show in 
Filter Log?

What Type of 
Restriction is 

Indicated?

Category Name

Access Policy Restriction

Yes

Are viewing filters 
enable? 

No

Yes

Clear any Filters

No

Can the URL be 
accessed from the 

Proxy Server?
Yes

No

Issue is external to the 
application. Check Router 

and DNS

Attempt Repair of bt-
WebFilter SA application

URL is being blocked by an 
Access Policy Category 

Restriction. Access Policy 
enforcing the restriction 
should be displayed as a 
column in the Filter Log.
Review Custom Access 

Policy for proper 

Configuration

URL is being blocked by an 
Access Rule or Permission 

Based Custom Access 
Policy.  Check Access Rules 
and Custom Access Policies 

for proper Configuration

Redirect Page 
Displayed?

No

Redirect Page may display 
Name of Category being 
blocked. Review Access 
Rule and Custom Access 

Policy Configuration

Yes

Go to Page 8
(ARTS)

Go to Page 8
(ARTS)

Go to Page 7
(CAPTS)

Troubleshooting 
Web Page display 
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Identifying  and 
Removing a URL 
from a Blocked 

Category

Is a redirect page 
displayed?

Is the Web Page HTTP 
or HTTPS?

Open the Filter Logs option 
under the Monitoring and 

Auditing Container

Right click on ‘Monitoring 
and Auditing’ containter 
and select ‘Properties’

Click on the Viewing Tab

Modify the parameters to 
restrict the display to the 

proper person/date

Locate the URL under the 
Filter Logs object and copy 

it

Perform a Category Lookup 
on the Copied URL. Make 

note of all returned 
Categories.

Exclude the URL from Each 
Category listed by following 

the steps at http://
www.burstek.com/

support-2/webfilter-
support/webfilter-faqs#h14 

Yes

NoHTTP

HTTPS

SSL URLs must be excluded 
from matching Categories 

by using the exact URL that 
appears in the Filter Logs. 

URL being blocked by Category 
Restriction – Excluding the URL 

from the Category

Page 
3

Start Here

NOTE: 
The HTTPS (443) protocol does 

not allow redirect. 



Severity?

Limits?

Strict

Bandwidth TimeBoth

Assigned Category/
URL in CAP?

Assigned Cateogry/
URL in Access Rule?

Assigned to Ind. 
Access Policy

Assign Quota 
Categories in CAP, 

AR, or IAP

No

No No

Applying 
Method

NT Group

NT User

Assigned Category/
URL in CAP?

Assigned Cateogry/
URL in Access Rule?

No

No

Verify Users configured to 
use Proxy and assigned to 

Policy

Yes

Verify Users configured to 
use Proxy and Assigned to 

Policy

Yes

Yes

Yes

Quota usage showing 
in interface?

Lite
Verify Users configured to 
use Proxy and assigned to 

Policy
No

Quota 
Troubleshooting:

Quota is not Applied Start Here
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Schedule 
Troubleshooting

Start Here

URL Allowed or 
Denied?

Schedule Active 
or Inactive?

AllowedDenied

Type of Policy 
Schedule Applied to?

Active

Change Schedule to 
‘Active’

Inactive

Issue Resolved?

End

Yes

No

Allow or Deny 
Tab?

Restriction

Allow

Deny

Things to Check:
1. User/IP/Group on Apply To tab
2. User/IP/Group on Exemption tab
3. User listed on Full Access Tab
4. Authentication Force

The ‘Allow’ tab is non-
functional in a 

‘Restriction’ policy type. 

Allow or Deny 
Tab?

Permission

The ‘Deny’ tab is non-
functional in a 

‘Permission’ policy type. 

Deny

Schedule is working 
properly. 

Allow

Schedule Active 
or Inactive?

Change Schedule to 
‘Inactive’

Active

Issue Resolved?

End

Yes

Type of Policy 
Scheduled Applied to?

Inactive

No
URL on ‘Allow’ 

tab?
Permission

Schedule is working 
properly. 

Yes

URL on ‘Deny’ 
tab?

Restriction
No

Does not appear to be Schedule 
Related. Return to 

Troubleshooting main page
No

Remove URL/
Category

Yes

Issue Resolved?

· Recheck Schedule Hours.
· Recheck Policy Type
· Contact Burstek Support

Yes

Does not appear to be Schedule 
Related. Return to 

Troubleshooting main page

No
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Replication Issue?

Manual Download 
Issue?

Automatic Update 
Issue?

No

No

Automatic Updates 
Enabled?

Yes
Can URL be accessed 

from server outside of 
Application?

Yes

Enable Automatic Updates 
and confiure

No

Troubleshoot issue with 
Server connectivity

Can Any URL be 
accessed from the 

server?

No

No Verify DNS or Contact 
Burstek Support

Yes

Windows System or 
Event Log Errors?

Yes

Interface Errors?No No

Send Errors to 
Burstek Support

Yes
Yes

Error Received?Yes

YesNo

Can URL be accessed 
from server outside of 

Application?

Troubleshoot issue with 
Server connectivity

Can Any URL be 
accessed from the 

server?

No

No
Verify DNS or Contact 

Burstek Support
Yes

Windows System or 
Event Log Errors?

Yes

Interface Errors?No No

Send Errors to 
Burstek Support

Yes
Yes

Contact Burstek 
Support

Contact Burstek 
Support

Error In 
Interface?

Application or System  
log Entry regarding 

Denied Access?

Ensure Account used for 
Burstek Services has access 

to remote server

Manual or 
Automatic?

Yes

Contact Burstek 
Support

No

Does Manual 
Replication Work?

Automatic
No

Yes

Yes

Manual

Does Automatic 
Replication Work?

Attempt tor repair 
application via Windows 
Programs Control Panel

Attempt to repair 
application via Windows 
Programs Control Panel

Yes

Yes

No

Start

Control List updates 
are not functioning
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Start Here

URL / Category 
Blocked

YesWPD

URL / Category 
Allowed

No

WPD Yes

User / Group Denied 
Access

User / Group Allowed 
Access

No

UGDA

UGAA

Yes

Yes

URL User/IP

IP / Range Denied 
Access

IP / Range Allowed 
Access

IPTS

IPTS

Yes

Yes

No

No

Issue not listed?

No

No

SUP Yes

Page 
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Top Level Troubleshooting 
Flowchart for Custom 

Access Policies

Web Site or User 
Access Issue?



Domain Access Rule 
Configured?

Add Domain Access Rule and 
Configure

WFSA or WFISA?

All Users Affected?

Yes

No

Yes

HTTP/HTTP Access Rule 
configured for 

‘Authenticated Users’?

No

WFISA

Proxy 
Authentication 

Enabled
WFSA

Configure ISA/TMG Access 
rule for ‘Authenticated 
Users’ for HTTP/HTTPS

No

Enable Proxy Authentication 
in WebFilter Properties

No

Issue Resolved?

End

Yes

Issue Resolved?

End

Yes

Users Appear in Proxy 
Logs?

Yes

Configure Browser to 
Use Proxy

Issue Resolved? No

End

Yes

Things to Check:
· Ensure License is Valid
· Ensure User/Group is applied to Custom Access Policy
· Ensure User/Group not listed on ‘Full Access Users’ tab of Domain 

Access Rule
· Ensure User/group no listed on Exemption tab
· ISA/TMG Plugin enabled
· Check ISA/TMG logs for rule compliance

No

No

No Yes

CAPTS

Issue Resolved?

No

EndYes

UGAA

SH

User/Group Allowed 
Access
UGAA

Page 
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Things to Check:
· Ensure User/Group is applied to Custom Access Policy
· Check ISA/TMG logs for rule compliance

UGDA

Users Appear in Filter 
Logs?

Policy or Access 
Rule identified?

Policy

Yes

ARTSAccess Rule

Policy Type?CMB

PRM

RST

WFSA or WFISA?

No

Domain Access Rule 
Configured?

ISA/TMG Configured 
for Authenticated 

User?

WFISA

WFSA

Configure ISA/TMG 
Rule

No

Issue Resolved? EndYes

No

Yes

User appears in 
Proxy Logs?

Yes

Configure Domain 
Access Rule

No

Issue Resolved?

End

Yes

No

Things to Check
· Check User browser configuration
· Check Proper Port

No

SUP Yes

User/Group Denied 
Access
UGDA
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IP Address for user in 
filter Logs?

IPTS

Yes

No

SH



Start Here

Page 
8

WebFilter
Troubleshooting:

Access Rule Settings not 
Being Applied Properly

Filter Log 
‘Category’ Entry?

Access Policy Restriction Policy Type?

CBAR

PERARPermission

Combination

CAPTS Category

No Entry

WFSA or WFISA
Proxy Log 
Entries?

WFSA

Verify User Browser 
configured to use Proxy

No

IP or User 
Name?

YesIPAR IP

DMAR

User Name

Check ISA/TMG logs

Logs show 
Authenticated Users

WFISA

Things to check:
· Verify WF license not expired
· License not exceeded
· Verify bt-WebFilter addon is enabled 

in ISA/TMG
· User assigned to a policy or not 

exmpted
· User not on ‘Full Access’ tab of 

Domain Access Rule

User Name

Preferred Filter 
by method?

No

Set HTTP Access rule in ISA/TMG to 
‘Authenticated Users’. Make sure ‘All Users’ is 

not allowed
User Name

IPAR

IP Address

ANAR Anonymous



ARTS

Block or Allow URL / 
Category?

URL / Category on the 
‘DENY’ tab?

Block

URL / Category on the 
‘ALLOW’ tab?

Allow
Add URL / Category to Deny 

tab
No

Issue Resolved?

End

Yes

No
Add URL / Category to Allow 

tab

Issue Resolved?

End

1

Yes

No

No

Quota Applied?

Yes

Yes

Does URL match any 
Category or URL mask 
not listed on the Allow 

tab?

Yes

Quotas Applied?

Severity

No

Yes

Strict

Lite

No
Custom Access 
Policy Applied?

SUP

No

Follow Custom Access 
Policy Path for 

troubleshooting
Yes

Reset Time or Bandwidth 
count

Issue Resolved?

IP Combination Policy Behavior:

· With URL/Category on the ‘Allow’ tab AND
· Schedule set to ‘Active’ AND
· Quota set to ‘Lite’ OR 
· Quota limits NOT reached

Access should be GRANTED for the Site/Category

Issue Resolved? EndYes

No

Custom Access Policy 
Applied?

Yes SUPNo

End

Yes
Custom Access Policy 

Applied?

No

Follow Custom Access 
Policy Path for 

troubleshooting

SUP

No Yes

Severity

CAPTSNo

Yes

IP Address on 
Exemptions tab in 

Access Object 
Properties?

No

Remote IP address from 
Exemption List

Yes Issue Resolved?

EndYes

No

Reset Time or Bandwidth 
count

Strict

Issue Resolved?

IP Combination Policy Behavior:

· With URL/Category NOT on the ‘Deny’ tab AND
· URL/Category on the ‘Allow’ tab AND
· Quota is set to lite OR
· Quota is not reached

Access should be GRANTED for the Site/Category 

Lite

Issue Resolved?

Follow Custom Access 
Policy Path for 

troubleshooting

Custom Access Policy 
Applied?

SUP

No

No

YesEnd

Yes
YesNo End

Go to “URL Allowed”
Page 8.2

From “Combination Policy 
URL Troubleshooting’

Page 8.1

Combination Based Access 
Rule URL Troubleshooting

Combination Policy URL 
Allowed Troublshootiing

Page 
8.1
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8.2

1



URL or Categories on 
‘Allow’ tab?

No

Yes

Issue Resolved? Yes

Schedule?

Quota Set?Strict or Lite?

No

Inactive

Active

Issue Resolved?No

Yes
Custom Access 
Policy Applied?

Follow Custom Access 
Policy Path for 

troubleshooting
Yes

No

No

Change Schedule to ‘Active’

Perform a ‘Category 
Lookup on the URL that is 
allowed access. Add any 

Categories identified

Add URLs or Categories to 

be permitted to ‘Allow’ tab

Yes

Lite

Yes

No

Check Time or Bandwidth 
for Quota and adjust as 

required
Strict

End

End

End

ARTS

Issue Resolved?End Yes ZNo

Block or Allow URL / 
Category?

Allow

IP Permission Policy Behavior:

· With URL/Category on the ‘Allow’ tab AND
· Schedule set to ‘Active’ AND
· Quota set to ‘Lite’ OR 
· Quota limits NOT reached

Access should be GRANTED for the Site/Category

Z

URLs or Categories on 
‘Allow’ tab?

Block
Remove URLs / Categories 
from the ‘Allow’ tab that 
should be denied access

Yes

Permission Policies are used to DENY ALL ACCESS except 
to those URLs or Categories that you determine should 

be allowed. Please use a ‘Restriction’ policy type

No

Issue Resolved?

Permission Based Access 
Rule URL Troubleshooting
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URL or Categories on 
‘Deny’ tab?

No

Yes

Issue Resolved? Yes

Schedule?

Quota Set?Strict or Lite?

No

Inactive

Active

Issue Resolved?No

Yes

Custom Access Policy 
Applied?

Follow Custom Access 
Policy Path for 

troubleshooting
Yes

No

No

Change Schedule to ‘Active’

Perform a ‘Category 
Lookup on the URL that is 
allowed access. Add any 

Categories identified

Add URLs or Categories to 

be blocked to ‘Deny’ tab

Change Quota to Strict or 
remove Quota

Yes

Lite

Issue Resolved?Yes

No

Check Time or Bandwidth 
for Quota and adjust as 

required

Strict

End

End

End

ARTS

Issue Resolved?

End

Yes

SUP

IP Restriction Policy Behavior:

· With URL/Category on the ‘Deny’ tab AND
· Schedule set to ‘Active’ AND
· Quota set to ‘Strict’ AND 
· Quota limits reached

Access should be DENIED for the Site/Category

Follow Custom Access 
Policy Path for 

troubleshooting

No

Custom Access Policy 
Applied?

Yes

SUP

No

Block or Allow URL / 
Category?

Block

URLs or 
Categories on 

‘Deny’ tab?

Remove URLs / Categories 
from the ‘Deny’ tab that should 

be denied access
Allow Yes

No

SCH

Restriction Based Access 
Rule URL Troubleshooting

Page 
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Personal Quota under 
IP Access Rule Set for 

IP?

Quota Severity?

Yes

Proper function of Filter 
configuration

End

Lite

IP defined under ‘IP 
Range’ Access Rule?

Yes

QTA Strict

No

Define IP(s) and configure 
Policy

No

IP listed under ‘Full 
Access IPs’ tab?

No

Proper function of this 
setting is for all Web Page 
access to be ‘Allowed’ for 

the IP address listed. 

Yes

ARTS

Desired Effect?
Remove IP from Full Access 

IPs list

Issue Resolved?YesEnd

No

Filter is working Properly.

End

Yes

CAPTS

No

Page 
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IP Access Rule 
Troubleshooting

(IPAR)

IPAA

IP Allowed or 
Denied?

IPDA

Yes

No
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Domain Access Rule 
Troubleshooting

ARTS
User/Group 
listed on Full 
Access Tab?

Type of access 
Required?

Start Here

Full Access?

Allowed

No Access?

Denied

Individual or 
Group Rights?

No CAPTSGroup

Yes

Add User/Group to 
‘Full Access Users’ 

tab
No

Individual
Add user to 

‘Individual Rights’ 
tab and configure

SUP

Yes

User/Group 
listed on ‘No 
Access’ tab?

Yes

Add User/Group to 
‘No Access Users’ 

tab

No

Yes

Verify WebFilter License has 
not expired

Individual or 
Group Rights?

No

Add user to 
‘Individual Rights’ 
tab and configure

Individual

CAPTS

Groups



RES

Web Pages 
Denied or 
Allowed?

URL or Category 
on Deny Tab?

AllowedDenied

URL or 
Category on 
Deny Tab?

Add Category, URL, or URL 
mask to Category

No

Issue 
Resolved?

End

Yes

Perform ‘Category 
Lookup’ on full URL

Perform ‘Category 
Lookup’ on full URL

Remove Category, URL, 
or URL mask from 

Category

Issue 
Resolved?

End

Yes

Yes

SCH

Yes

SCH

No

No

SCH

SCH

User, Group, or IP listed 
on the ‘Apply To’ tab?

User, Group, or IP listed 
on the ‘Exemptions’ tab?

Remove User, 
Group, or IP from 
the ‘Exemptions’ 

tab

Yes

No

Remove User, Group, or IP 
from the ‘Apply To’ tab

Yes

Issue 
Resolved?

No

End

Yes

Issue 
Resolved?

No

EndYes

Page 
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Restriction Policy 
Troubleshooting



URLs or Categories listed on 
the ‘Allow’ tab?

Add URLs or Categories to be 
Allowed

No

Yes

Web Pages Denied or 
Allowed?

Denied

URLs listed on the ‘Allow’ tab?Allowed
User Listed on the ‘Exemption’ 

tab?
No

Normal Operation

Yes

End

Yes

Remove User from ‘Exemption’ tab

User/Group listed on the 
‘Apply To’ tab?

Add User/Group to ‘Apply To’ tab

No

Yes

User/Group listed on the 
‘Apply To’ tab?

Yes

Add User/Group to ‘Apply To’ tabNo Issue Resolved?

Issue Resolved?

End

Yes

SH

No

SUPNo

Yes

No

Issue Resolved?

End

No

Yes

SCH

PER

User/Group listed on the 
‘Apply To’ tab?

Remove User/Group from ‘Apply To’ 
tab OR add User/Group to 

‘Exemption’ Tab

Yes

SUP

Page 
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Permission Policy 
Troubleshooting



Web Pages Denied or 
Allowed?

URLs or Categories 
listed on the ‘Allow’ 

tab?

Denied

URLs or Categories 
listed on the ‘Deny’ 

tab?

Allowed

No

No

Yes

Issue Resolved?End Yes

No

End NoYes

SUP

SCH

CMB

Perform ‘Category Lookup’ on full 
URL

Perform ‘Category Lookup’ on full 
URL

SCH
URLs or Categories 
listed on the ‘Deny’ 

tab?
No

Make sure any matching 
Category or URL  is removed 

from the ‘Deny’ tab

Yes

Issue Resolved?

Make sure any matching 
Category or URL  is removed 

from the ‘Deny’ tab

Add URLs or Categories to 

be Allowed

SCH
D

Yes
Add URLs or Categories to 

be Denied

User, Group, or IP 
listed on the ‘Apply To’ 

tab?

User, Group, or IP 
listed on the 

‘Exemptions’ tab?

Issue Resolved?

No

EndYes

End Issue Resolved?

Yes

No SCH
User, Group, or IP 

listed on the 
‘Exemptions’ tab?

Yes

Add Users, Groups, 
or IPs to ‘Apply To’ 

tab
NoIssue Resolved?

End

CAPTS

Yes

No

Remove Users, Groups, 
or IPs from ‘Exemptions’ 

tab

Yes

SCH No

Yes

SCH
Page 
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Combination Policy 
Troubleshooting



Start Here

URL/Category 
should be?

Blocked Allowed URLBWPD

WebFilter URL 
Troubleshooting 

Start Page
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IP Address/Range 
URL 

Troubleshooting
IPTS

IP Access Rule 
Configured?

Start Here

All IP Affected?Yes

Configure IP Access 
Rule

No

Yes

Is IP included in IP 
Access Rule?

No

Is IP assigned to an 
Individual Access 

Policy?

Is IP assigned to a 
Custom Access Policy?

Yes

No

Individual Access 
policy Type?

Yes

PERAR

CBAR

RESAR

Permission

Combination

Restriction

Custom Access 
Policy Type?

REST

PERM

CMB

Restriction

Permission

Combination

Yes

Assign IP or Range to 
Access Policy or Individual 

Access Policy

No

Individual Access 
Policy Type 
Configured?

Type of Policy?

PERAR

CBAR

RESAR

Permission

Combination

Restriction

Yes

IP Range assigned to 
Custom Access Policy?

No

Custom Access 
Policy Type

Yes

REST

PERM

CMB

Restriction

Permission

Combination

No
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Contact Support SUP

We’re Sorry

We apologize that you have not been able to resolve the issue you 
are experiencing utilizing our Troubleshooting Flowcharts however 

we are more than happy to assist you via phone or email. 

Before contacting support however, we would ask that you 
generate a ‘Settings Report’ from the WebFilter application and 
send it to support@burstek.com. Please also specify if you are 

using ISA or TMG and the Operating System version. 

Technical Support may also be contacted via phone at:
Toll Free: 1-800-709-2551 Option 1

Local: 1-239-495-5900 Option 1
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